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Part 1 Data-noise Learning

* Part 1.1: Overview of Data-noise Learning
* Part 1.2: Correspondence Noise Learning
* Part 1.3: Graph-noise Learning

* Part 1.4: Group-structured Noise Learning

* Part 1.5: Takeaways
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Part 1 Data-noise Learning

* Part 1.1: Overview of Data-noise Learning

https://bhanml.github.io/ & https://github.com/tmlr-group



Overview of Data-noise Learning

G Rizk

Typically, noisy supervision signals tend to mislead the minimization of the empirical risk

objective towards wrong directions, causing models to fit incorrect patterns (e.g., noise).

Clean training examples:
(xi'yi ?=1~p(X,y)

1 n
HGEESWIRIGENED

Noisy training examples:
(xi;}_’i ?=1~p(xiy)

Rl =7 G5

A

Fit on data with noisy labels

AAAI'24 Tutorial:

https://tmlr-group.github.io/static/tutorials/aaai24/bo.pdf

Credit to [1]
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Observation: Model training is sensitive to noisy supervision signals. Mislabeled training
examples may significantly influence the learned decision boundary of classifiers.

https://bhanml.github.io/ & https://github.com/tmlir-group 6

[1] Selective-supervised contrastive learning with noisy labels. In CVPR, 2022.
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Scenarios in Data-noise Learning

Data-noise learning considers scenarios in which the supervision signals may be incorrect,
Including correspondence noise, graph noise, and group-structured noise.

Noisy Cross-Modal Matching Noisy Graph Node Classification
- rr ndence noi ,
- Co espo de ce noise . %@ @ >
a cat sitting on <«—— There exist mismatch relations )
grass with a ball.” . . Cat
CEEES  matched between paired image-text data.
, %] '
“a cat sleeping x ?s 5 @
” . - t Cat Cat Cat
—onasofa. mismatched Graph noise —— :
2 O Incorrect Label Correct Label
Some nodes are annotated with J
Mismatched image-text pairs are treated incorrect node labels. Pets may be labeled by incorrect class
as matched ones due to web crawling. due to imperfect human annotation.
Partial Label Learning . | Multiple Instance Learning
Group-structured noise :
annotated labels: [dog, cat, bird] The true instance-label pairs ( bag of instances bag label: [butterfly]
dog ’ cat [ bird ’ <+—— are submerged by multiple —>
v X X SOIS}[I candidates I? ta group instance labels:
i ue to coarse annotation.

Ground-truth label is hidden in multiple

_ A label is provided for a bag of instances
candidate labels.

rather than for individual instances.
Figures are generated by ChatGPT https://bhanml.github.io/ & https://github.com/tmlr-group



Part 1 Data-noise Learning

* Part 1.2: Correspondence Noise Learning

https://bhanml.github.io/ & https://github.com/tmlr-group



Correspondence Noise Learning Y Rikew

Learning from noisy labels Learning from noisy correspondence
Problem: Learning robust models with mislabeled Problem: Learning to align data-label representations
Instances. with mismatched pairs.

Noisy correspondence labels refer to
the labels that annotate unmatched
image-text pairs as matched ones.

~

S

Embedding

\ 4

Encoder f > @ > I

Embedding Prediction

\ MismatchedI Similarity

cat > .
£ o | At steeping || Encoder g Prediction ~ Loss Lab(ilehd gs
Noisy label y Loss on a sofa matche
Embedding
Inspired by [1]
Noisy training examples: Noisy image-text pairs with wrong label signals:
B (xi:yiz?ﬂ’vp(x; Y) (Ii,Ti,lj_’i e1~p(0,7,Y)
Ra(f) = 3 50y £(F (1), 5) Ra(f,9) =+ 5lq (£ (1), 9 (T, 5)
Challenge: Noisy single-modal labels mislead Challenge: Noisy correspondence labels corrupt
the model learning. the cross-modal alignment.

[1] Learning with noisy correspondence for cross-modal matching. In Neuwr/PS, 2021. https://bhanml.github.io/ & https://github.com/tmlr-group 9



Correspondence Noise Learning

Correspondence noise learning aims at mitigating the mismatch data issue (e.g., noisy
supervision signals for unmatched image-text pairs) in cross-modal learning.

Embedding

Image I I )

Correspondence Noise Learning
_ (Ii' Til?i)?:l'vp(j! I g)
Rn(f,9) = - X1 ¢(F U0, 9(T1), ¥i)

Similarity

Mismatched I

R oo Prediction Loss
cat sleeping
Text T [On - <ofa Encoder g

Embedding

* From the label perspective: Modifications can be
performed on the labels to instruct models to align the

correct information.
* From the data perspective: Textual data can be refined

for correct alignment.

J

Challenge: Noisy correspondence labels
- corrupt the cross-modal alignment.

Label Perspective | Data Perspective Text T; is
Label y; as noisy mismatched with
supervision target image /;
(Ii,Ti;_')_’i);Lle(g,T;‘g) (Ii!Ti'}_]i ?=1~p(~7' T'g)
Ry ( )—lzn (f (1), g(Ty), yi) R, (f )—lzn (f (1), g(T7), yi)
n(f, 9 ~ i1 fUi), g(T), yi n\J,3d =0 it ihbg\Ui)Yi

= R =50 £ 9T, 90 = Ru(f,9) = ;X 20700, 9(7).31)

Solution: Modify noisy labels via
knowledge from early training phase.

Solution: Modify textual data in image-text
pairs by generating cleaner data.

10

https://bhanml.github.io/ & https://github.com/tmlr-group



Observation: Memorization Effect

Memorization effect refers to that DNNSs
initially learn the clean patterns within the
dataset and then over-fit the noise.

* Training acc. curves (solid) increase to fit
noisy training data.

* Test acc. curves (dashed) first increase to
learn patterns of clean data, then decrease to
overfit the patterns of noisy data.

[1] A closer look at memorization in deep networks. In /CML, 2017.

Accuracy of classifiers under label noise
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Credit to [1]

https://bhanml.github.io/ & https://github.com/tmlr-group 11



Label Perspective

Problem: How to rectify noisy correspondence labels
. . Clean Pairs
In data pairs? \ . Noisy Pairs
Embedding N\
Labeled as Labeled as 20
Image / Feze matched unmatched
? >
Mismatched = ‘é 151
= y A Clean and noisy pairs can be
A cat sleeping Prediction Loss - .-
TextT Modifications are applied to rectify 0] divided clearly after early training.
Embedding the incorrect supervision signal to = == == === ——— - -----I
depict the correspondence correctly. | noisy I
57 : Dairs clean
Observation: Due to the memorization effect, models fit — 1 RS :L\
clean pairs before memorizing noisy pairs. Thus, per- oS 0.2 04 06 08 1.0
Prediction

sample losses are well-separated in the early training.

n

_ 1
Ralf ) =2 ) (U, 9(T).7)

i=

_ 1o
> Falf9) == ) U, 95

Method: Rectify noisy labels via the knowledge obtained
from early training phase due to the memorization effect.

Learning with noisy correspondence for cross-modal matching. In Meur/PS, 2021. . . .
9 Y P g https://bhanml.github.io/ & https://github.com/tmlr-group 12



NCR Method ==

Encoder

f

Step 1: Divide data by fitting a Gaussian mixed model on
the per-sample loss during the early training phase.

* Lower loss = clean pairs (with a prob. w = 1, e.g., 0.9) Encoder Prediction  correct label
* Larger loss = noisy pairs (with a prob. w — 0, e.g., 0.1) 7 Embedding
Embedding

Encoder

Step 2: Rectify correspondence labels by a soft combination ;

of the observed label y; and the predicted similarity S(I, T).
y = (1)}_7 + (1 — (1))5(1, T) Unmatched

* Clean Pair: keep the label y =y (e.g, w =09 orw = 1.0)
on a sofa

Prediction incorrect label

Encoder
g

* Noisy Pair: Use the prediction ¥ = S(I,T) (e.g., w = 0.01) Text T

Embedding

Step 3: Train with rectified data
NCR uses a triplet loss that pulls the matched similarity S(I, T) above and the hardest negative by a soft margin @.
LSOft = [C/f _ S(I; T) + S(I) Th)]+ + [C/f - S(Ir T) + S(Ihi T)]+

matched pair hardest unmatched hardest unmatched
similarity text image

where I, and Ty, denote the hardest unmatched image and text, [x]; = max(0, x).

Learning with noisy correspondence for cross-modal matching. In Neur/PS, 2021. https://bhanml.github.io/ & https://github.com/tmir-group 13
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Experimental Results

Comparison with CLIP on MS-COCO 5K

Image — Text Text — Image
Noise Ratio Methods R@] R@5 R@I0 | R@l R@5 R@I10

CLIP (ViT-L/147) | 584 81.5 88.1 37.8 624 722
0%, Zero-Shot | CLIP (ViT-B/32) | 50.2  74.6 83.6 304 56.0 66.8 * The performance of CLIP inevitably degrade

NCR 582 842 915 | 417 710 813 after fine-tuning with noisy correspondence.
. CLIP (ViT-B/32) | 21.4 49.6 63.3 148 37.6 496 * NCR achieve excellent matching performance
20%, Fine-tune | Nogp 569 836 910 | 40.6 698  80.1 under noisy correspondence.
50%. Fine-tune CLIP (ViT-B/32) 10.9 278 38.3 7.8 19.5 26.8
o NCR 53.1 80.7 88.5 37.9 66.6 77.8

Noisy examples identified by NCR

* The images and captions of the first four
pairs are completely unrelated, which can
be easily detected by NCR.

* Although the image and caption of the
last pair are partially related, NCR can

family walking on a beach Sti” detect.

look at him, like it 's no share some with your

take a look at this !

digital art selected for the #
work at all friends !

Learning with noisy correspondence for cross-modal matching. In Neur/PS, 2021. ) ) ) 14
https://bhanml.github.io/ & https://github.com/tmlr-group



Data Perspective L

Motivation: Instead of rectifying the supervision signal, the other way is to refine the noisy
captions In the data-label pairs.

Embedding

an Encoder

Image I & )
Loss
Matched I y
( Text T l .
Prediction
A cat is sleeping A dog is sleeping
on a sofa on a sofa
Embedding
\_ Wrong Text T

L)

_ 1O B
Method: Refine the noisy captions of the images to Rulf. 9) =Tzzi=1£(f(li)'g(Ti)'yi)

form a matched correspondence. >R, (f,g) = %z:l:f(f(li)'g(ﬂ)'yi)

BLIP: Bootstrapping language-image pre-training for unified vision-language understanding and generation. In /CML, 2022. 15

https://bhanml.github.io/ & https://github.com/tmlir-group




BLIP Method

Model Pretraining

> D = {(ly, )} + {(Un, Tn)}

i
1

1

1

1

' -

1 Pre-tram@
|

1

1

1

1

1

1

1

Multimodal Mixture of
Encoder-Decoder

Filter
(Image-grounded
Text Encoder)

| Filtering

)

ITC&ITM finetuneﬁ

{(I, Tr)}

LM finetune @

Captioner
(Image-grounded
Text Decoder)

F{(lw, Tw)}

{lw}

é

Captioning

{Uw, T} + {(Uw, T5)}

U

D = {(va Tw)} + {(Iw' Ts)}
+{(Ip, Tp)}

{Uw, T5)}

I,,: web images
I,: human-annotated
images

T,,: web texts

T, : filtered web texts

Ts: synthetic texts

T;: filtered synthetic
texts

T, : human-annotated
texts

Credit to the paper of BLIP

* Step 1: Captioner and Filter are initialized from the same pre-trained model and finetuned individually on a

small-scale human-annotated dataset {(I, T)}.
* Step 2: Captioner produces synthetic captions T for images I,,.
* Step 3: Filter removes noisy pairs from the original pairs {(1,,, T,,)} and the synthetic pairs {(I,, Ts)}.
» Step 4: Bootstrapped dataset {(1,,,T\,) + {(I,,, Ts)} + {(In, T;)}} is used to pre-train a new model.

BLIP: Bootstrapping language-image pre-training for unified vision-language understanding and generation. In /CML, 2022.
https://bhanml.github.io/ & https://github.com/tmlr-group
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Experimental Results

T,,: “from bridge
near my house”

T,,: “in front of a house
. door in Reichenfels,
Austria”

T,,: “the current castle was
built in 1180, replacing a 9th
century wooden castle”

Ts: “a flock of birds
flying over a lake at
sunset”

s Ts: “a potted plant sitting

i .. Ts: “alarge building with a lot
: on top of a pile of rocks” )

| of windows on it”

T,,: “hand held through the
glass in my front bedroom
window”

T,,: “that's what a sign
says over the door”

T,,: “a week spent at our

rented beach house in

Sandbridge”

, Ts: “the car is driving
t Il old

P past asmall o

g B §

= T: “an outdoor walkway T;: “a moon against the night

8 on a grass covered hill” building” sky with a black background”
 T,: Web text * Green: Accepted by filter
* Ts: Synthetic text * Red: Rejected by filter

These examples indicate the capabilities of the captioner in generating new textual descriptions and the
filter in removing noisy captions from both the original web texts and the synthetic texts.

BLIP: Bootstrapping language-image pre-training for unified vision-language understanding and generation. In /CML, 2022. 17
https://bhanml.github.io/ & https://github.com/tmlr-group



Part 1 Data-noise Learning

* Part 1.3: Graph-noise Learning

https://bhanml.github.io/ & https://github.com/tmlr-group



Graph-noise Learning Y Rken

Example: Graph node classification under label noise

R

® @ & 5 g @
N e - 2*%

9 &p ; n
< 4
% @ Noisy Label O Correct Label IHI Unlabeled nodes

-

(@)

Inspired b
O Noisy Label Correct Label Unlabeled Node p =
Noisy graph node training examples:
Inspired by [1] (G X Y) Rz p(g X y)
R, (f) = VL |ZLEVL 2(f (G, X)i, ¥1),
Observation: In real-world cases, graph nodes where G = (V,€), V = {V,,Vy} is the union set of
(e, individuals) may have incorrect labels due labeled nodes V;, and unlabeled nodes Vy, € is the set

to noisy annotations from human annotators

. of edges, X = {x;}iey, and ¥ = {Ji}iev, .
or weak/ambiguous rules.

Challenge: Noisy node labels mislead the neighborhood
aggregation on graph.

[1] NRGNN: Learning a Label Noise-Resistant Graph Neural Network on Sparsely and Noisily Labeled Graphs. In KDD, 2021.
https://bhanml.github.io/ & https://github.com/tmlir-group
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Graph-noise Learning

Graph-noise learning aims at mitigating the negative influence of noisy node labels in graph

node classification.

&
ol B
I A
=1 2
Noisy graph (G, X,Y)

| {Noisy labels Y on )

labeled nodes V;,

Predictions

~ -1

Node embeddings

v

£

Loss

A

From the node perspective: Graph nodes with
clean labels can be identified and prioritized for
noise-robust learning.

* From the loss perspective: Loss function can be
modified to regularize graph node embeddings
without relying on clean labels. /

https://bhanml.github.io/

Graph-noise Learning

(6,X,Y) ~p(G,X,Y)

1

Rn(f) zm

DRIGCRTSD

i€evy

Challenge: Noisy node labels mislead the
neighborhood aggregation on graph.

Nodes V; as noisy

Node Perspective
training sample

G.X,7) ~ p(6, %, T)
Ra(F) =0 3 £(F(G X0 7))
n(f)—mz f ) l'yl

ievy

= R,(f) = |_V1L"|Zi€VL' 2(f(G, X)i, 1)

Solution: Modify labeled nodes via training
with easy nodes first.

& https://github.com/tmlr-group

Loss ¢(f (G, X);, y;) as noisy

Loss Perspective
l optimization signal

G, X,Y) ~p(G,X,Y)

_ 1 B
Ru) = z 26,00 70)
= Ba(f) = 5= Biev, 66 XD 7 + £reg (6.X)

Solution: Modify loss function by employing a
graph contrastive regularization.

20



Node Perspective

Problem: Noisy nodes can corrupt neighborhood aggregation in noisy graphs. How can we identify
the nodes with clean labels for noise-robust training?

Nodes with high neighborhood diversity are treated as difficult nodes, whereas

those with lower diversity are treated as easy nodes.
* Training with easy nodes achieves better performance than difficult nodes,

indicating the cleanness of easy nodes.

Observations °

Performance gap between training with easy

:( v 50 l‘ 718 69.2 ‘\
: Node label . Seoll 597 |
O O O ode labe V1 £ < e\;60| I I }3 :
g4l :
---=9 : Message flow e »\ 5 40| 236 267 I
V2 * 220] |
]
v3 0‘~ - -—— . - em
Cora CiteSeer PubMed
V1. dlﬁicult node V8: easy node M :Difficult nodes :Easy nodes
Credit to the paper of CLNode
g . _ 1
Method: Measure node difficulty based on neighborhood Ru(f) :WZ 2(f (G, X)) 77)
diversity and feature similarity and achieve noise-robust ) 1‘6Vi—’ noisy nodes
- - . : : = Rn(f) = 77 ) £(f(G,X)i, 71)
learning via training with easy nodes first. Vil & dentified nodes

CLNode: Curriculum learning for node classification. In WSDM, 2023. https://bhanml.github.io/ & https://github.com/tmlr-group 21



CLNode Method 32

Evaluate nodes with neighborhood and feature-based difficult measures simultaneously.

O () Nodelabels ~ ¢i  Ground-truth class Node difficulty
Difficult node has
@ Neighborhood-based diverse neighborhood \; 5 1 ',_____\‘ Difficult
C1 difficulty measure ’ / i i
| Dlocal |
O—@ 6"\ : 1
Node 5 is a mislabeled node (a node of I
class ¢, but labeled as c;), which has high : @D : @ Model
Noisy nodes 1 Z?Sﬁrgztmmllarlty to 1, 3, 6 while having low ow ip arity I I 6 Training
yto4,7,8. | I
Ok . ®O P 9
3
c; (& Feature-based D (3 (5 O
difficulty measure <l__High similarity 3 Easy
Neighborhood-based difficulty measure Feature-based difficulty measure
* Leverage an entropy-based metric D), tO evaluate * Leverage a similarity-based metric Dgopha1 to evaluate how similar the
how diverse the local neighborhood of the node is. node to the same-class nodes is.
* Higher entropy means more diverse neighborhood, * Mislabeled nodes are dissimilar to the nodes with the same label,
while low entropy indicates less diverse neighborhood. while are similar to the nodes in the class where they are located.

CLNode: Curriculum learning for node classification. In WSDM, 2023. https://bhanml.github.io/ & https://github.com/tmlir-group 22



CLNode Method G Ak

CLNode trains graph neural network (GNN) by employing an easy-to-hard curriculum strategy.

Sort and select training nodes V; based on difficulty Pacing function g(t) controls the learning process.
* Easy-to-hard curriculum strategy 1
* Use pacing function g(t) to control the learning pace. Linear pacing:
ifically, linear pacing for uniform learning progress; s s
SIOEE ca’y, linear pacing g progres g(t):min(1,x0+(1—;\0)*£) S
root pacing for learning hard nodes early; geometric T o
pacing for more time to learn easy nodes. * Increase the proportion of -é
nodes uniformly. 2 — iinear
Easy subset *  Add harder nodes at a e j
o — 100t
® © constant rate : .
epoch: =1 4 — :geometric
® ® Ao .
Harder subset : Root pacing: T
%) Training epoch (7)
©0® epoch: 1=t 4 <= _ t
DO S g®=min|1 B+ -1
) & T Geometric pacing:
Wh?:; gné%g st ) %" * Introduce harder nodes g(t) = min (1’ zlogzlo—logzko*%)
- " | G EPOCHN=TN | .S earlier
@ @ @ @ v E * Fast increase at the ¢ Spend more epochs on easy nodes
: v begging, then slow down *  Slow start, then rapid increase near the end

Credit to the paper of CLNode

CLNode: Curriculum learning for node classification. In WSDM, 2023. https://bhanml.github.io/ & https://github.com/tmlr-group 23



Experimental Results

Noise robustness experiments

Credit to the paper of CLNode

AGCN AGAT ¢ CLNode(GCN) @ CLNode(GAT)

83 = 83 :t\
| o ———
|

|

~J
oo
~
~

Accuracy (%)
~

Accuracy (%)

~J

(98]

I
- -

[*))
S0
’
|
|
|
i
(o2
h

T

5 10 15 20 25 30 0 5 10 15 20 25 30
Noise Rate (%) Noise Rate (%)

=)

As the noise rate in graph nodes increases, the
performance gap between CLNode and its
corresponding baseline becomes larger.

CLNode: Curriculum learning for node classification. In WSDM, 2023.

Ablation experiments

Credit to the paper of CLNode

Method Cora CiteSeer PubMed
original 69.6 55.3 69.4
+CLNode(local)  74.8 61.8 74.2

GCN

+CLNode(global)  72.3 62.5 13:2
+CLNode 75.4 63.1 74.4

Pacing Function Cora CiteSeer PubMed
linear 74.8 62.7 74.2
CLNode root 74.5 62.5 73.9
geometric 75.4 63.1 74.4

CLNode achieves the best results by combining
both local and global difficulty and utilizing
geometric pace function.

https://bhanml.github.io/ & https://github.com/tmlr-group 24



Loss Perspective

Problem: The main challenge of graph-noise learning is lacking the correct supervision signals. If
supervision signals are not reliable, are there any other effective signals?

Graph augmentation changes the graph but preserves the underlying semantics.
* The representations of two perturbed views of one node should be consistent, which
provide a label-free contrastive signal to regularize the node representations.

Motivation:

Nl |
&ﬁi—m' <A Method: Enhance the robustness to noise
/ [0 oerturbed view 1 by employing graph contrastive learning

N
o M with a label-free regularization term.
*‘ <//\ Nodes are éugmented Graph 2
y .

partially maske

[ NN .
Node—levelt/ : /I/ = :' Rn(f) = |VL| Z 2(f(G, X)), 71)
.~ Augmentation 5 ‘ \/ .\\ ; i€V,
Unlabeled Graph [ | perturbed view 2 = Rn(f) = Al 2 £(f (G, X)i, J) + treg (G, X)
RSN o A ievy
Graph Augmentation Augmented Graph

Learning on graphs under label noise. In /CASSP, 2023. . . _ Generated by ChatGPT
Representation learning with contrastive predictive coding. ArXiv preprint, 2018. https://bhanml.github.io/ & https://github.com/tmlr-group 25



CGNN Method =

/ \\E l ( \ \
{ : - D :E : GNN Node Embedding : i :, \
i N L Encod : - '
I B ipp 1 | Encoder _ b Neighborhood T
1/ D __Node-level > / \ |.,_+ — ] | Correction 5 +\/ <}|- §
| Augmentatlon ; / E\/ L ! N / ;
! | ! : T | J
! P ’ ST : v L B v
1 / / e i Augmented Graph IE | i : Colirastive | i \+ Supervised
D <~y \ I . ! Loss lcon, L e L0 l

: P U\ I : : : e S H +\/-\L | Loss bsu
1 /UD Coe, L T L \
I R 1 : ! : }

Node- Ievelt /[ \ ) | ' [T ] [ :
[N ;——» : = ! : —>‘ ! |
P Augmentation / j\ ﬂ : ge : . Predlctor <_|]_/+\+ i
| Unlabeled Graph ¢ AT | \"' i
I I i Node Embedding !
| “op I
\\ Graph Augmentation Augmented Graph ,! 1Graph Contrastive Learning I Noisy Label Cleanlng

Y4

Step 1: Graph augmentation is applied
for two perturbed views:

* Randomly drop edges

* Randomly mask attributes

Step 2: Contrastive loss [,
* Learning perturbation-invariant node embeddings via
comparing two perturbed views.

Learning on graphs under label noise. In /CASSP, 2023. https://bhanml.github.io/ & https://github.com/tmlr-group 26



CGNN Method Yy RII’.—‘N

S 5
; g ™ ] GNN Node Embedding {{— -------- ::---\_\--- Y
L Nl Lo Encoder U Nei | P H
P . eighborhood f e | _—o0 i1
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Step 3: Supervised loss L5,

¢ Step 3.1 Neighborhood Correction: (1) Predict pseudo labels for all nodes and majority vote the most common labels; (2)
Compute the proportion whose embeddings are truly similar to the node to evaluate the trustworthiness of the prediction; (3)
Change the label with the majority label only if it differs from the original one and with high trust region.

* Step 3.2 Supervised Loss: Calculate the supervised loss with the rectified labels and the predictions.

Update the model: L = [, + 5

Learning on graphs under label noise. In /CASSP, 2023. https://bhanml.github.io/ & https://github.com/tmlr-group 27



Experimental Results

Noise robustness experiments
Credit to the paper of CGNN

Forward Coteaching+ D-GNN

Dataset | Noise | GCN GIN CP Ours
Co-author CS Uniform | 803 +1.4 805+12 81.3+04 807+14 819+I.1 825+12 |84.1+0.4
O-author Pair | 795+1.1 793+1.7 80.5+08 77.6+33  79.9+0.7 802+1.0 |81.0+1.1
A Phot Uniform | 822409 82.1+04 79.8+06 785+0.6 845+34 83.7+0.7 |85.3+0.9
mazon rhoto Pair | 809+12 812+15 787403 755+18 832422 83.1+1.1 |85.1+0.7
A c t Uniform | 76.9+12 764 +0.7 78.4+04 703436 812406 80.6+1.3 |81.8+0.3
Mmazon LOMpwers | poir | 763 +1.6 768+12 77.3+06 609+39  813+1.0 80.4+22 |81.6+0.2

Achieve better performance

_ with small deviation
Ablation study on Amazon Photo dataset

Credit to the paper of CGNN

Noise | CGNN w/o contr | CGNN w/o corr  Full Model The performance of CGNN w/o contrastive learning
Uniform 944206 251209 853 20.9 Iogs Leon Will (?Irop a lot, indicating the importance
Pair 84.3 +0.7 85.0 +0.9 85.1 +0.7 of its regularization role.

Learning on graphs under label noise. In /CASSP, 2023.

https://bhanml.github.io/ & https://github.com/tmlr-group
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Part 1 Data-noise Learning

* Part 1.4: Group-structured Noise Learning

https://bhanml.github.io/ & https://github.com/tmlr-group



Multiple Instance Learning

bag label: [butterfly]

butterfly

v

instance labels:

Generated by ChatGPT

Partial Label Learning

annotated labels: [dog, cat, bird]

dog cat ‘ bird ‘
v X X
ground truth: [dog]

Generated by ChatGPT

[1] Learning with group noise. In AAA/, 2021.

Group-structured Noise Learning

Group-structured Noise

Instance

Instance

Instance

Case 1

Group-structured Noise

Instance

Case 2

bel

Inspired by [1]

Multiple Instance Learning (MIL):
(X0, ¥)i=1~p (X, Y)
Rn(f) = 2 X0 £(F (XD, 7).,
where f(X;) = {f (%i1), ... f (Xix)}

Challenge: Models can hardly identify positive
instances from bag-level supervision.

Partial Label Learning (PLL):
(xi, Y)i=1~p(X, Y)
Rn(f) = 31 4(F (), 7)),
where ¥; = {1, .., Vix}

Challenge: Models can hardly learn true labels
from multiple candidates.

30
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Group-structured Noise Learning

Group-structured noise learning aims at learning a proper model that predicts accurate]

Instance-level labels under coarse-grained supervision.

Group-structured Noise Learning

PLL: Embedding
|magex 4 9 i —_ —’@—PI—-}E: . cth } bird MIL: B (Xi'yil)‘ln:l’vp(f’y)
&y Ra(f) = 250, £(F (%D, 7)

i=1
PLL: (i, 1)1~ (X, )
Ru(f) = 2311 £(f (), 1)

Prediction Loss Candidate labels Y

MIL: Challenge: Models can hardly identify true

. ":gwf Fmbeddings instance-label pairs with coarse annotations.
ml;giex _‘;L — |Encoder f —’@—VIII——PITF——@
‘_ Predictions Loss Labely ) oss Perspective Label Perspective
Loss 2(f(X;), g(y:))as noisy Labels._Yf- as noisy
/ _ - \ optimization signal  § ! supervision target
* From the label perspective (PLL): True labels
can be identified from all candidate labels to Xy ~p(C, 1Y) O, T ~p (X, D)
achieve noise-robust learning. Ru(f,9) = - 301 £(F (XD, 9 0) Ru(f) = = N0 €(f (), 1)
* From the loss perspective (M"_) Loss = Rn(f,9) = %Z?:l Lrobust F&1), 907)) = Rn(f) = %Z?ﬂf(f(xi);?i)
functions are modified to guide the classifier Solution: Modify loss function by selecting Solution: Modify noisy labels via smoothness
the best-matched object in the group in the learned representation space

\ to converge to optimal one without noise. j

https://bhanml.github.io/ & https://github.com/tmlr-group 31



Loss Perspective

Problem: How to design an optimal loss to guide models to bridge ~ Method: Obtain a noise-robust loss function by selecting

a connection between the label and the correct sample? the best-matched object in the group.
¢ Pair Matching: score how well each candidate object
Motivation: _ matches the observed target
* Maximizing the log-likelihood of (X;,y;) guides the models « Group Weighting: score how representative each
f,g to converge to the correct sample regarding the label. object is within the group
« The log-likelihood of (X;y;) is lower bounded by two < Selection: keep the best-matched object based on
components: pair matching term and group weiffhting term. scores

-

o _ 3 ainal |
logP(Xy, yilf, 9) | ! Koy~ p@y) _, T
(===~ (TTTTTTTTTN O (CTTTTTIE Ry (f, 9)—_2 L 2(FXD, g()
> max | {logrp Uil £, 9)-+10glp(xzklxuf 9]} > Rl 0) =7 Lromse (R, 00—
\_lk__.la """"""""" \_ noise-robust Ioss/
Select the best Pair Matching Group Weighting
matched case
32

Learning with group noise. In AAA/, 2021. https://bhanml.github.io/ & https://github.com/tmlr-group



Max-Matching Method

Pair matching

Object Xk Target y;
Encoder f Encoder g

83—
|
f (&) ' g(vi)
b
pair
ik
Step 1: Pair matching

Compute pair-level score Slk " by the
normalized similarity between the
object x;; and the target y;.

Learning with group noise. In AAA/, 2021.

Group weighting

Xi1 Xi2 Xik XiK
N\ S 7’

Context vector ¢
Xik l
O

v

group
ik

Step 2: Group weighting

Estimate group-level score s;;, *'* by a
transformed similarity between the
object x;; and its context vector Cjy,.

\
15

A
225
6’4 PT\S ‘}//

o
RIKEN

Selection and loss

air rou -
xn — SP + 5 g p

air rou
Xy — SP +s g p

*
pair group | [ k™ = argmax

Xig* = Sjpr T+ Sjp

alT‘ rou
(sEHT + s570MP

palr +s group

XLK—>S

% _ pair group
frobust(Xi:yi) = _(Sik* + Sik*

(selected object Xjj+)

Step 3: Selection and loss

Select the best-matched object
Xir* based on scores, and then
optimize with the robust loss £, opust-

33



Experimental Results

Experiments on multiple instance learning (MIL)

accuracy

o o o
NOd o

Learning with group noise. In AAA/, 2021.

Credit to the paper of Max-Matching

1.0 1.0

o
o

1Y S——
. |
[’
== mINET ‘
— = MILR 0.4
GICF
IMIL 0.2

0.0
0 20 40 60 80 100 0 20 40 60

epoch
(a) Ajax Orange vs. Apple

80 10C

(b) Banana vs. Blues Crunge

1.0 1.0
0.8 0.8 e —— ]
o6 f T 0.6

4

0.4 0.4

0.2 0.2

0.0 0.0
0 20 40 60 80 100 0 20 40 60

(c) Candle vs. Card board box (d) Scarf vs. Coke Can

80 100

Max-Matching (MM) achieves superior
performance over the MIL baselines.

Experiments on partial label learning (PLL)
Credit to the paper of Max-Matching

FG- MSRC Bird Yahoo! Lost
NET V2 Song News s
0.050L | 0.446L | 0.613L | 0.426L | 0423%
PLKNN ' "5 005 | 0.007 | 0004 | 0004 | 0.003
0.064L | 0475 | 0.625E [ 0.629% | 0.801%
PLSVM 1l 9013 | 0.008 | 0019 | 0012 | 0025
CLp | 0065 | 0480E | 0628% | 0557F | 0793+
0029 | 0015 | 0012 | 0017 | 0022
0.054L [ 0.463L | 0.598E | 0.434L | 0.546%
PALOC |/ "5005 | 0011 | 0020 | 00013 | 0.007
Max. | 0.110= | 0517 | 0.642= | 0.647% | 0.823+
Matching || 0.021 | 0.007 | 0.010 | 0.005 | 0.025

https://bhanml.github.io/ & https://github.com/tmlr-group

Max-Matching has the best performance among
PLL baselines.
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Label Perspective

Problem: How to identify the ground truth label from candidate =~ Method:
labels in partial label learning? * Contrastive learning: align representations of positive

pairs from same classes to enhance smoothness.

Motivation: Contrastive learning can improve the smoothness ° Prototype-based label disambiguation: leverage the

in the learned representation space, where similar samples are smoothness in the learned representation space to
close to each other. update prototype and pseudo target.
1 Ambiguous partial label S sifoas b s
0 - exp(q k4 /7)
Aﬁ g @ C;’ ‘ ? True label unknown. ['COI‘lt - - log Z ex ( Tk,/ ) ’
; ' cat dog bird k'eA(x) pq T

i where q is the embedding of x, and k, denotes the positive sample.

(2) Smooth representation space

2 SN it Contrastive learning /v * Maximize the similarity between positive pairs
° ° ° ° li -cl « = . . . . . .
X .t‘x * o * Minimize the similarity between negative pairs
cat dog Oxi bird b s ~N
> J1 — —
3 Disambiguate by prototypesc oy _ L (xi; Yi)?:}"’p(x ’ y)_
| ﬁ o E el Ry (f) = - Xz 2(f (x), Y1), where Y; = {¥i1, ..., Vir}
7 > Loty = 1 S 2 ~ ~
iy A S L oe = Rn (f) = -Xis 2(f (x),Y:), where ¥; = {9i1, ..., Dix}
G Prototype update + pseudo-target refinement \ /

Generated by ChatGPT

PiCO: Contrastive label disambiguation for partial label learning. In /CLR, 2022. https://bhanml.github.io/ & https://github.com/tmlIr-group 35



PICO Method

Data Augmentation

Perform data augmentations on images for

positive and negative data pairs.

Learning with disambiguated labels
= Use classifier for positive sample selection;
o ;,—-Use contrastive learned prototypes for label update.

~
Y

U
U
U4

-y
-~

v

® The classifier perform classification on the inputs: q € c.

.

o o
-
L

Updating pseudo target s;:

1
|
|
|
|
|
|
|
|

® Updating uniformly initialized class prototype p.:

U = Normalize(yuc + (1 — y@\fxample predicted

as class ¢

r

e

si=¢s; + (1 —p)z|

\where z= onehot(arg maxceyiuch)

label assigned by the
nearest prototype

® Train the model with a surrogate cross-entropy loss

and contrastive loss:

[ L=Lgs+ ALcone U (%), s ALcont ]

surrogate CE loss

PiCO: Contrastive label disambiguation for partial label learning. In /CLR, 2022.

F-----------------------l
Disambiguated Labels

Classifier

ey

Augmented

Query View

%

Key View

f
by
’

Encoder

Momentum
Encoder

MLP

Cross-Entropy H i
~a. Loss ! i

,.
1
1
1
1
1
1

M
1
1
1
1
1
1
1

Y
A
1
X/
S
N/ 7
Sl
S/
,b/
v 4
4
Y &
U
0 & Y4y,
-2
[ _ N N B N B N B |

o ©
(@)

\ Prototypes

Contrastive

Similarity hases

Momentum Embeddings

C=1

[ = ]

<
I---

Contrastive learning is applied to learn clustered representations
without the noisy information of labels

Prototypes are leveraged to cluster samples shared the same
core representations, indicating the class clusters.

Use the similarity between samples and prototypes to re-assign
pseudo labels to samples for supervised learning.

Theoretical justification: from Expectation-Maximization view
contrastive learning (E step) 4 ¥ label disambiguation (M step)

https://bhanml.github.io/ & https://github.com/tmlr-group



Experimental Results

Comparison on CIFAR-10, where g = P(y €Y | ¥ # y), y is the ground truth label
Credit to the paper of PiCO

Dataset | Method | g=0.1 g=0.3 g=0.5
PiCO (ours) 94.39 + 0.18% 94.18 + 0.12% 93.58 & 0.06% |
LWS 90.30 £+ 0.60% 88.99 +£1.43% 86.16 £ 0.85%
PRODEN 90.24 4+ 0.32% 89.38 = 0.31% 87.78 £ 0.07%
CIFAR-10 CC 82.30 £ 0.21% 79.08 £+ 0.07% 74.05 + 0.35%
MSE 79.97 £+ 0.45% 75.64 + 0.28% 67.09 + 0.66%
EXP 79.23 £ 0.10% 75.79 £ 0.21% 70.34 £+ 1.32%

Fully Supervised

94.91 = 0.07%

T-SNE visualization of the image features on CIFAR-10 with g = 0.5
Credit to the paper of PiCO

t-SNE dimen:

(a) Uniform features

PiCO: Contrastive label disambiguation for partial label learning. In /CLR, 2022.

......

-60 —-40 -20 0 20 40 60 80
di 1

t-SNE dimension

(b) PRODEN features

aaaaaaaaa

t-SNE dimen:
|

(c) PiCO features (ours)

PiCO achieves results that are
comparable to fully supervised
learning model, showing that
the label disambiguation from
candidate labels is sufficiently
accomplished.

PiCO can produce well-separated
clusters and significantly enhance
the smoothness of feature space.

https://bhanml.github.io/ & https://github.com/tmlr-group 37




Part 1 Data-noise Learning

* Part 1.5: Takeaways

https://bhanml.github.io/ & https://github.com/tmlr-group



Takeaways g

Correspondence noise learning aims at addressing the mismatch data issue in cross-
modal learning.

* Label perspective: rectify noisy labels via knowledge obtained from early training phase.

* Data perspective: modify textual data in image-text pairs by generating cleaner data.

Graph-noise learning aims at mitigating the negative influence of noisy node labels in
graph node classification.

* Node perspective: identify clean nodes via training with easy nodes first.

* Loss perspective: modify loss function by employing a graph contrastive regularization.

Group-structured noise learning aims at predicting accurate instance-level labels under
coarse-grained supervision.

* Loss perspective: design robust loss function by selecting the best-matched object.

* Label perspective: disambiguate candidate labels via smoothness in the feature space.

39



Course [: Trustworthy Data-centric Learning

Part 2. Long-tailed and

Out-of-distribution
Learning
A
[%2]
Q
Q- - -
% Long-tailed Learning
@ Rare-but-known classes
o
@
Qo
£ /
>
Z
“es ‘ ‘ - \—#
Classes
[\ v J . >
Head Classes Tail Classes
In-Distribution Region *®
Y R .o

S, ~<  OOD Samples
N | ...... o © \\
(] \\ %% :. o. '. \
2 \ «.* | 0OOD Learning
0] \ / 0
v Vet .~,  Unknown inputs

o N ef L7 outsider training

Ssa__--7 e distribution
Feature 1 ]
Handle imbalanced / OOD data
g J
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Part 2 Long-tailed and Out-of-distribution Learning S ausn

* Part 2.1: Long-talled Learning

* Part 2.2: Out-of-Distribution Detection

* Part 2.3: Out-of-Distribution Generalization
* Part 2.4: Takeaways

https://bhanml.github.io/ & https://github.com/tmlr-group
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Part 2 Long-tailed and Out-of-distribution Learning“=" auzx

%

* Part 2.1: Long-talled Learning

https://bhanml.github.io/ & https://github.com/tmlr-group



gNOH
5/e5|w

Long-tailed Learning Ak

Background: Real-world data naturally exhibits a long-tailed

In the context of deep learning, two feasible directions to handle long-

distribution, where sample quantities across categories are . . ) .. .
highlv imbal 4 C Pie 9 tI dels b J biased tailed learning problem are learning (1) better decision boundaries,
Ighly 1mbalanced. onseque'n y, models ecqme lase and (2) better representations.
toward head classes and unreliable on rare but critical cases.
Massive samples e _ \ ( )
Severely scarce Boundary Perspective: Representation Perspective:
Autonomous Liriving Logit Adjustment Representation / Classifier Geometry
-‘:; - / X' Head class (many) (Lang-Tailed Dats)
5 ___________ —/- -------------- ><X>< X : X " é Input  |[— g:t?z:zlt':r | Classifier |——| Prediction
Head Classes coo Medium Classes Tail Classes (ulvu:liﬂ x X X x x X * I
: x : : X Classesm Class.;s
Weight norm visualization T S
—— Joint —— cRT -Norm  —— LWS  ---+ data X X e ~ -E!!m (Balanced Data)
/ . . \ X H Feature -
Observatlon: |n the tr‘a”’“ng on E- Input |[— Extractor ——| Classifier [——| Prediction
. o 0 Freeze
imbalanced data, the weight norm * T
of classifier become smaller with Classes Classes
| the number of samples in a class N -
| decreases, thereby resulting in poor Aims to adjust logits/margins to Aims to learn better representations,
i \performance on long-tailed classes./ reduce bias against tail classes and and then refining classifier geometry
i enlarge decision boundaries. JAS with a compound objective. )
!
r
|

"""" https://bhanml.github.io/ & https://github.com/tmlr-group 43
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Logit Adjustment

Existing works on logit adjustment mainly focus on correcting biased predictions by modifying decision

margins or aligning predictions with class priors.

Fix decision boundary

Dataset | Imbalanced CIFAR-10 | Imbalanced CIFAR-100

Imbalance Type | long-tailed | step | long-tailed | step
o Imbalance Ratio | 100 | 10 | 100 | 10 | 100 | 10 | 100 | 10
o ERM 2964 1361 | 3670 17.50 | 61.68 44.30 | 6145 4537
\ ©  Focal[ , 2062 1334 | 3609 1636 | 61.59 4422 | 6143 46.54
X Xy LDAM 2665 13.04 | 3342 15.00 | 6040 43.09 | 6042 43.73
\
x X »® .\ 0 o CBRS 2045 1321 | 38.14 1541 | 66.56 44.94 | 6623 46.92
xX X \ CBRW [ 1 | 2763 1346 | 3806 1620 | 66.01 42.88 | 78.69 47.52
xxxxx \ o CB Focal [ 2543 1290 | 3973 1654 | 6398 42.01 | 8024 49.98
x X X ‘% AN HG-DRS 2716 14.03 | 2993 14.85
% % X 3 LDAM-HG-DRS 2442 1272 | 2453 12.82 - -
Xx X \ 0 M:DRW 2494 1357 | 2767 1317 | 5049 4378
XX p s \ \ | LDAM-DRW 2297 1184 | 23.08 1219 | 57.96 41.29 | 54.64 40.54 |
X X S
b4 .,
X3 XXX Y\ % original l
Sted\ boundary
boundary Superior performance to pure cross-entropy loss
with LDAM and other baselines

Label-Distribution-Aware Margin (LDAM)

*  Problem: Imbalanced training skews decision boundaries,
hurting minority-class accuracy under balanced metrics.
Method: Label-Distribution-Aware Margin uses label
frequency information to reweight the loss for enlarging
margins y, for rarer classes.

* Results: Stronger minority-class and overall performance
on long-tailed benchmarks.

Learning imbalanced datasets with label-distribution-aware margin loss. In Neur/PS, 2019.
Distribution alignment: A unified framework for long-tail visual recognition. In CVPR, 2021.

Optimal logit adjustment should be ;| m emire = ar o s (= oo = oonar )
adaptive, depending on the model's & s
. . oL >, |
confidence in its prediction. g 2
3 501
: : < 45
4 Confidence Function ) @ *®
\ g 46 1
A (0] z: 441
=005+ (1 -0w),z0 |l LLLLEL]
/ / R-50 X-50 R-101 X-101 R-152 X-152
Ci!IZatlopZFpurlctlon Original Logits A soft and dynamic trade-off between original
\ \\ J /, . predictions (logits) and calibrated predictions
N

-
)
e e e e o o

* Problem: Two-stage long-tail pipelines often keep biased
decision boundaries and rely on heuristic score fixes.

* Method: Freeze features and learn a lightweight head that
adaptively rescales logits and uses class-prior reweighting to
favor balanced predictions.

* Results: Significant gains across tasks and datasets with
consistent improvements in semantic segmentation.

https://bhanml.github.io/ & https://github.com/tmlr-group 44



Representation and Classifier Geometry £

Existing works on representation and classifier geometry mainly focus on re-balance the feature space by
Integrating multi-depth representations and transferring debiased knowledge.

Problem: Homogeneous expert architectures Multi-level Representations - [ Stage 2 ] :
mismatch diverse class-depth preferences : ] Classifier Training
and suffer from severe negative interference, @ ---» Generte | .} booooes , ) ) I e Kowlod
. . .. — Forward shallow features L~ deen features - ;Depth-wme Knowledge Fusion I ynamic Knowledge
thereby distorting the classifier geometry of ... > Loss P ! - Transfer
o adamar Down NN | I f | e
tail classes. &® productd 1 @_’Sampling_’ﬁ : consensus
@ L é I hardest negative
D Network I ’—>¢ I =]
Parameters 1 : [EnlEnnn]
Method: SHIKE 8 remmor | s R IR (- ) o
» Stage 1: Shared backbone routing . : : : : — e [ oyt
. . 1 | ! 1 ! T s ESsssSEsSAE SRS S S ' non-target
Extracts multi-level representations from image . : : : ; =ty . vdismlau%n
different backbone depths. y 5 o ' : I (| INSSSSURY W farget non-target
« Stage 2: Depth-wise knowledge fusion l 5 5 o i B
Fuses unique shallow features with deep D Cofn ﬁ_j____ y moal 3 P | I
i i N ' bros L A distillation §
features to calibrate representation !
geometry. _ 4.D N | [ SC== 2E2=OE MY B »u | cETm
* Stage 3: Dynamic knowledge transfer I = cross entropy
Transfers debiased knowledge among Shared Backbone MoE Feature Extractors 1 MoE Classifiers label [(TTWTTT]
|
experts to suppress negative classes and :
reshape boundaries. [ Stage 1 ] ! Stage 3
[ ]

Long-Tailed Visual Recognition via Self-Heterogeneous Integration with Knowledge Excavation. In CV/PR, 2023. https.//bhanml.github.io/ & https://github.com/tmir-group 45



Part 2 Long-talled and Out-of-distribution Leaming\eﬂ X

* Part 2.2: Out-of-Distribution Detection

https://bhanml.github.io/ & https://github.com/tmlr-group



From Rare Knowns to Unknowns

RIM=EN

As training samples becomes sparse (i.e., long-tail) or invisible (i.e., out-of-distribution), model reliability
becomes a vital concern.

Tail Class Recognition: Data scarcity causes high predictive uncertainty, leading to unstable decision
boundaries for minority classes.
Out-of-Distribution Learning: The inability to effectively delineate between the learned feature
manifold and novel, unseen inputs poses significant risk to model robustness.

Number of Samples

4

A

>

Model reliability under
sparse samples

IfEs. ,

CJIasses

Y

Head Classes Tail Classes

Rare but known classes

https://bhanml.github.io/ & https://github.com/tmlr-group

Feature 2

A
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- - [ ]

/ S - °
e’ “~_ OOD Samples
‘.0... o ©® \
.o.o. o o © .

[ ] [ ] [}
[ ] ° ° |

\ 0,0 I

\ /
\ ¢ o 7
'\ ge % 7 e
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Feature 1

Unknown inputs
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Out-of-distribution Learning AlK=H

Conventional machine learning models are trained to generalize from a finite dataset to new, unseen I.i.d.
samples drawn from the same distribution, i.e., in-distribution (ID) data.
However, when test data distribution shifts, i.e., out-of-distribution (OOD) data, we can no longer guarantee

the model performance.
Test Phase (unseen ID samples)

s ~ Same Distribution

Training Phase (i.i.d. samples) ﬁ
DM

DOG

4 \

Test Phase (unseen OOD samples)

D - -
e 'DC!V &f A~ » LX
&~ Sl L0 R0 lax
CAT Distribution CAT
. y Shift P A N
ol s x

AAAI'26 Tutorial:

https://bhanml.github.io/papers/aaai26_tutorial_th03_talk.pdf 48
https://bhanml.github.io/ & https://github.com/tmlr-group



Two Scenarios of Out-of-distribution
Learning

RIM=EN

OOD Detection: Detect OOD samples among OOD Generalization: Learn models that maintain
mixed unseen test samples and reject them to good performance on unseen distributions with
reduce risks. shifted features or environments.

Train
| Covariate Shift: feature
distribution changes while

labels stay within the label space.

Semantic Shift: semantic Train
relationship between inputs
and labels changes.

Test
= Test |

| The data comes from

| distinct distributions,

I such as a cat image in a
| batch of dog images.

.. . |
__A-The semantic information !
! i of data is consistent while |
I 1the style information varies. |
|

[ Ultimate Goal: Detect and reject OOD samples. ] [ Ultimate Goal: Generalize to OOD samples. ]

49
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OOD Detection

h

g,
U

[

N

shifts, instead of making label predictions on OOD examples.

In the context of OOD detection, machine learning models are expected to detect semantic distribution

OOD Detection

p
Classical Machine Learning

2t

» > LEBG[/

V.

\,

Regardless of models, conventional
machine learning models will make

incorrect predictions on OOD examples.

In the context of OOD detection, the models

are expected to detect OOD data without

having to perform label predictions.

https://bhanml.github.io/ & https://github.com/tmlr-group
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A Practical Scenario of OOD Detection

Road safety in autonomous driving: /dentifying unknown scenarios or objects to prevent traffic
accidents and ensure robustness.

RIM=EN

Standard Vehicle Horse-Drawn Carriage Fallen Tree on Road
(OOD Objects) (OOD Scenarios)

> ,:m iy

>

* Models must identify previously unseen objects on the road to maintain safety boundaries.
* The primary goal is to reliably flag OOD data, not to force the vehicle prediction.

https://bhanml.github.io/ & https://github.com/tmlr-group o1



Preliminary of OOD Detection

Observation

* Pre-trained models can separate ID and OOD data in
embedding space to some extent.

* However, the inherent manifold overlap remains a

major obstacle

Input x e X @ @ @

to reliable detection.

2 2

— Model y = f(x; ) = argmax h(x; 9)
ID Embeddings ¢! b Class-2
i ad ’.';; Outlier
Overl ‘1D / ID Embeddings CAT
verlap o 5 €
and OOD -1t L / DOG Y y
embeddings G20 o v TR
Separation, yet with errors.
00D Embeddings Y |

N\,

ID OOD ID

ifs(x;0) >1
ifs(x;0) <t

Solution -

* Technically formulate OOD detection as a binary‘,x’/
classification problem. Pt

* Design and optimize the score function:ior OOD Scoring {OIODD
example identification. “~~~--___\

https://bhanml.github.io/ & https://github.com/tmlr-group
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Post-hoc OOD Detection iIn DNNSs

Output-level OOD Score

Post-hoc OOD detection for deep neural networks.

A baseline for detecting misclassification and out-of-distribution examples in neural networks. In /CLR, 2017.

Perform detection at inference time with pre-trained

models.

No modification to model weights and no re-training
operations are required.

Can be applied to most existing DNNSs.

Post-hoc OOD detection aims to design OOD scores
from the perspective of model outputs or features.

Convolutional Blocks

[ |
Conv Block 1 Conv Block 2 Conv Block 3 Conv Block 4

Conv2D + ReLU  Conv2D +RelU  Conv2D + RelLU B Softmax Post-hoc
,/\ Batch Y\Elorm Batcthornlw/‘ Batch ENorrn — Output Deoo[)I .
\ ' Dog (ID) OOD Score
Pl P
Predlctlon OOD Score
o & : ; i Elosid Softmax In-Distribution
; : it Conv ocl _Output
(PixelData) pooling L1 M3 et T g B rcirc P (Low Score)
Pooling  pjock 2 Pooling Pooling T
Layers Feature Flatten
Maps Fully

Connected
Layers

Out-of-distribution detection with deep nearest neighbors. In /CML, 2022.

* Use model outputs to distinguish OOD samples.

MSP: using the maximum softmax probability as an
OOD score.

smsp (x; @) = max softmaxy h(x; @)

Feature-level OOD Score

* Use model features to distinguish OOD samples.

k-NN: using distances between features and A-

nearest neighbors in the feature space as an OOD

Score.

Sr_nn(x; 0) = “h(xi 0) _zk)]nz

k-th nearest neighbor

https://bhanml.github.io/ & https://github.com/tmlr-group
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ASH Method

Problem:

* Raw post-hoc logits provide weak ID/OOD separation.

* Need a training-free, architecture-agnostic plug-in to sharpen
separation at inference.

* Apply on only layer activations without training.

Method: Activation Shaping (ASH)

* Prune percentile of activations

* Shape the remainder at inference time

* Amplify the distinction between ID and OOD samples

Feature extraction Feature Classification

layers representation layers Logits
[
& | E Energy score
N — > > > g > (for OOD detection)
- > S Flatten |MLP .. .5 f ooy OR
Softmax
g (for prediction)
: 4 -
- H Activation Value
=5 .
v H —
Extremely simplified H >

representation

..... avasd Forward path with
Activation Shaping (ASH)

ﬁrward path, original

Binarizing

ASH prunes percentile of activations and shapes the reminder
at inference time to amplify the distinction between ID and
OOD samples.

ASH-B

Activation Value

Shaping

Scaling

ASH-S

Extremely Simple Activation Shaping for Out-of-Distribution Detection. In /CLR, 2023.

Results:

*  Works well with different OOD scores.
* Lower affect on ID Accuracy.

* Consistently improves OOD detection performance

OOD Datasets
Model Methods iNaturalist SUN Places Textures Average
FPR95 AUROC FPR95S AUROC FPR9S AUROC FPR95 AUROC FPR9S AUROC
{ T { ) 4 ) l ) 4 T
Softmax score 54.99 87.74 70.83 80.86 73.99 79.76 68.00 79.61 66.95 81.99
ODIN 47.66 89.66 60.15 84.59 67.89 81.78 50.23 85.62 56.48 85.41
Mahalanobis 97.00 52.65 98.50 4241 98.40 41.79 55.80 85.01 87.43 55.47
Energy score 55.72 89.95 59.26 85.89 64.92 82.86 53.72 85.99 58.41 86.17
ResNet ReAct 20.38 96.22 24.20 94.20 33.85 91.58 47.30 89.80 31.43 92.95
DICE 25.63 94.49 35.15 90.83 46.49 87.48 31.72 90.30 34.75 90.77
DICE + ReAct 18.64 96.24 25.45 93.94 36.86 90.67 28.07 92.74 27.25 93.40
ASH-P (Ours) 44.57 9251 52.88 88.35 61.79 85.58 42.06 89.70 50.32 89.04
ASH-B (Ours) 14.21 97.32 22.08 95.10 3345 92.31 21.17 95.50 22.73 95.06
ASH-S (Ours) 11.49 97.87 27.98 94.02 39.78 90.98 11.93 97.60 22.80 95.12
Softmax score 64.29 85.32 77.02 77.10 79.23 76.27 73.51 71.30 73.51 79.00
ODIN 55.39 87.62 54.07 85.88 57.36 84.71 49.96 85.03 54.20 85.81
Mahalanobis 62.11 81.00 47.82 86.33 52.09 83.63 92.38 33.06 63.60 71.01
Energy score 59.50 88.91 62.65 84.50 69.37 81.19 58.05 85.03 62.39 8491
MobileNet ReAct 4240 91.53 47.69 88.16 51.56 86.64 38.42 91.53 45.02 89.47
DICE 43.09 90.83 38.69 90.46 53.11 85.81 32.80 91.30 41.92 89.60
DICE + ReAct  32.30 93.57 31.22 92.86 46.78 88.02 16.28 96.25 31.64 92.68
ASH-P (Ours) 54.92 90.46 58.61 86.72 66.59 83.47 48.48 88.72 57.15 87.34
ASH-B (Ours) 31.46 94.28 38.45 91.61 51.80 87.56 20.92 95.07 35.66 92.13
ASH-S (Ours) 39.10 91.94 43.62 90.02 58.84 84.73 13.12 97.10 38.67 90.95
T 9
"“"‘“’“”’“i\
2 941 D+R ® ‘.
Z R e
oo
290
O ss{ E ENERGY
> § SOFTMAX
Sl 0 opw E
< R REACT o
2 D DICE
Q 84 ; ,
3 D+R DICE+REACT
o ASH-P 65 - 90%
< 821 o @ ASHSS65-90% s
4 © @ ASH-B 65 - 90%
< 80
72 73 74 7 76
ID Accuracy —» 54

https://bhanml.github.io/ & https://github.com/tmlir-group

N



\\
>

g
ONOH .
ﬁ
) e
© 2
RSIT‘(/

Multi-Modal CLIP S RII’.E‘N

v,

&

Cross-modal alignment (e.g., CLIP) reduces reliance on the shortcut to learn classification,
encouraging more general, semantically meaningful features.

CLIP aligns images and their corresponding

— . . .
S captlons_m the representation space.
maximize Core InSIth o ) o ]
,|  positive pairs * maximizing similarity of positive pairs
image encoder projection head 4 VA @4—» a photo of dog
v X * minimizing similarity of negative pairs
i— _i X|v @4*» a photo of cat
“photo of I | I minimize
a dog” | negative pairs
9l . — Why does CLIP work?
textencoder  projection head CLIP is pre-trained to align images and text
representations on a dataset with 400M image-
Contrastive Language-Image Pre-training text pairs.

(CLIP) framework

Learning Transferable Visual Models From Natural Language Supervision. In /CML, 2021. https://bhanml.github.io/ & https://github.com/tmir-group 95



(3]
MCM Method 9 Rk

Problem: Results:

* ID-training dependency: Most existing OOD detection methods require * Formulate a CLIP-based zero-shot OOD detection setting.
In-distribution training and are tied to specific model architectures. * Delivers strong OOD detection performance across several

* Zero-shot scoring gap: It is unclear how to turn CLIP’s image-text standard benchmarks.

similarity into a reliable OOD detection score using only text prompts.

Superior performance across different ID datasets in zero-shot setting.

. : : Table 1: Zgfo-shot OOD detection with MCM score based on CLIP-B/16 with various ID datasets.
Method: Maximum Concept Matching (MCM) ———
0 o 0 » 25 P Average
* Align visual features with textual concept prototypes “"’“‘”‘/ bt Gl S Lo
. ) o : FPR95| AUROCT FPR95| AUROCT FPR95| AUROC! FPR95, AUROCT FPR95| AUROCT
* Employ softmax scaling to amplify the distinction between ID and OOD CUB-200 (30] 983 9824 493 9910 665 9857 697 %75 709 9866
. . Stanford-Cars [39) |  0.05 99.77 0.02 99.95 0.24 99.89 0.02 99.96 0.08 99.89
in a zero-shot Settmg_ Food-101 [6] 0.64 99.78 0.90 99.75 1.86 99.58 4.04 98.62 1.86 99.43
Oxford-Pet [57] 2.85 99.38 1.06 99.73 211 99.56 0.80 99.81 170 99.62
ImageNet-10 0.12 99.80 0.29 99.79 0.88 99.62 0.04 99.90 0.33 99.78
ImageNet-20 1.02 99.66 2.55 99.50 440 99.11 243 99.03 2.60 99.32
ImageNet-100 1813 9677 3645 9454 3452 9436 4122 9225 3258 9448
Table 2: OOD detection performance for ImageNet-1k [11] as ID.
00D Dataset Averae
o . Method iNaturalist SUN Places Texture .
Significant differences on FPR95, AUROC? FPR95, AUROCt FPRY95| AUROC? FPR95, AUROCt FPRY5S| AUROC?
Image image-text similarities _ Requires training (or w. fine-tuning)
Encod Y MOS [32] (BIT) 9.28 98.15 4063 9201 4954 8906 6043 8123 3997 9011
Fortetal. [19] (ViT-B) 1507 9664 5412 8637 5799 8524 5332 8477 4512 8825
Z(xi)  Zotou) 56D Fortetal. [19] (ViT-L)  15.74 96.51 52.34 87.32 55.14 86.48 51.38 85.54 43.65 88.96
Energy [48] (CLIP-B)  21.59 9599 3428 9315 3664 9182  SLI§ 8809 3592 9226
—>7() | 020 (LN D Energy [48] (CLIPL) 1062 9752 3046 9383 3225 9301 4435 8964 2942 9350
' — MSP[25] (CLIP-B) ~ 40.89 8863 6581 8124  67.90 8014 6496 7816 5989 8204
s —>7() 017 MSP [25] (CLIP-L) 3454 9262 6118 8368 5986 8410 5927 8231 5371 8568
- Text Zero-shot (no training required)
R " e >T(t) - —~ MCM (CLIP-B) 3091 9461 3759 9257 4469 8977 5777 8611 4274 9077
— MCM (CLIP-L) 2838 9495 2900 9414 3542 9200 5988 8488 3817 9149
T F——>7(t) AR KAE
B'(d FI DI Cs! T\ k
e e — - Superior performance in zero-shot setting than other finetuning-based baselines.
Yin \ / MCM score distribution

Delving into Out-of-Distribution Detection with Vision-Language Representations. In Neur/PS, 2022. https://bhanml.github.io/ & https://github.com/tmlr-group 56



NeglLabel Method

Problem:

* Underused semantics: Ignore the vast semantic knowledge of non-ID
concepts available in pretrained vision—-language models.

* Sensitivity to domain shift: Relies on precise classification confidence.

* Weak in hard OOD tasks: Struggles when OOD classes are semantically
similar to ID classes.

Method: NeglLabel

* Select effective negative labels from a large corpus;

* Integrate similarities to both ID labels and a large number of negative
labels using a sum-softmax design.

In-distribution Labels Y

Negative Labels Y~

[~

In-distribution Image Similarities

Text
Encoder

A photo of a <label>.

Similarity

mﬂ s - N,

In-distribution Labels Negative Labels

€

sim(x, Y) sim(x,Y7)

(] ey | & | & ey

In-distribution
Image

hiey | hi&; | hié; | - | hiy

Out-of-distribution Image Similarities

|7 . —m§ §.

In-distribution Labels Negative Labels

Yexp(@)

Image
Encoder

Similarity

Out-of-distribution
Image

S =S$"(m,m) = Yexp(z) + Yexp(m)

Negative Label Guided OOD Detection with Pretrained Vision-Language Models. In /CLR, 2024 .

Results:

FPRI5(%)

Higher performance for large-scale OOD benchmarks.

Robustness on multiple ID shifted datasets.
Better adaptation on different CLIP-like architectures.

Methods iNaturalist

SUN

0OOD Dataset

Places Textures

Average

AUROCT FPR95| AUROCT FPR95| AUROCT FPR95| AUROCT FPR95| AUROCT FPR95|

Requires training (or w. fine-tuning)

MSP (Hendrycks & Gimpel, 2017)  87.44 58.36 79.73 73.72 79.67 74.41 79.69 71.93 81.63 69.61
ODIN (Liang et al., 2018) 94.65 30.22 87.17 54.04 85.54 55.06 87.85 51.67 88.80 47.75
Energy (Liu et al., 2020) 95.33 26.12 92.66 35.97 91.41 39.87 86.76 57.61 91.54 39.89
GradNorm (Huang et al., 2021) 72.56 81.50 72.86 82.00 73.70 80.41 70.26 79.36 72.35 80.82
ViM (Wang et al., 2022) 93.16 32.19 87.19 54.01 83.75 60.67 87.18 53.94 87.82 50.20
KNN (Sun et al., 2022) 94.52 29.17 92.67 35.62 91.02 39.61 85.67 64.35 90.97 42.19
VOS (Du et al., 2022) 94.62 28.99 92.57 36.88 91.23 38.39 86.33 61.02 91.19 41.32
NPOS (Tao et al., 2023) 96.19 16.58 90.44 43.77 89.44 45.27 88.80 46.12 91.22 37.93
Zero-shot (no training required)
Mahalanobis (Lee et al., 2018) 55.89 99.33 59.94 99.41 65.96 98.54 64.23 98.46 61.50 98.94
Energy (Liu et al., 2020) 85.09 81.08 84.24 79.02 83.38 75.08 65.56 93.65 79.57 8221
ZOC (Esmaeilpour et al., 2022) 86.09 87.30 81.20 81.51 83.39 73.06 76.46 98.90 81.79 85.19
MCM (Ming et al., 2022a) 94.59 32.20 92.25 38.80 90.31 46.20 86.12 58.50 90.82 43.93
CLIDN (\L ¢ o1 2022y Q8 27 22 04 02 02 ’K 17 09 ’“ e e
I NegLabel 99.49 191 95.49 20.53 91.64 35.59 90.22 43.56 94.21 25.40 I
MCM N
NegLabel Architecture Backbone AUROCT FPR95|

ResNet50 9297 30.70

ResNet50x16 93.43 29.50

CLIP ViT-B/32 93.67 27.92

ViT-B/16 94.21 25.40

ViT-L/14 94.47 24.81

ALIGN EfficientNet-B7 90.76 39.66

AItCLIP ViT-L/14 94.60 23.63

GroupViT GroupViT 91.72 33.10

ImageNet-A ImageNet-R ImageNet-Sketch ImageNetVv2

https://bhanml.github.io/ & https://github.com/tmlr-group
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Training-time OOD Detection

Training-time OOD detection
Different from post-hoc OOD detection, training-time OOD

Outlier Exposure
Improves OOD detection by training models with

detection takes OOD detection as an additional binary

classification task for training, enabling models to directly
learn to distinguish ID from OOD patterns.

auxiliary outlier data

Outlier Exposure regularization

Lo = Eyyen,, [fce(f (x), y)] *[MEx'eDggg [{’oE(f(x'))]

before Outlier Exposure after Outlier Exposure

ID ID minimize loss
@ @ |I high confidence
i‘ OOD -
OooD OOD maximize loss
@ | low confidence \l. ——
4

make the model learn from

extra OOD data The decision boundary cannot

well separate ID and OOD data.

ID and OOD data are clearly
separated.

Deep Anomaly Detection with Outlier Exposure. In /CLR, 2019. https://bhanml.github.io/ & https://github.com/tmlr-group 58



DAL Method ==

Data sampling learns from fewer examples, while data augmentation from more.

Problem: Redundant Data Scarce Data

* Redundant data: Training data include test data, but many 0D —— train OOD [test oOD
samples are uninformative. =8 8y = = § Lﬁ

* Scarce data: Training data contain no test data. :

uninformative different pattern and semantics

Method: DAL Data sampling / reweighting Data augmentation enlarges the
e Sample original OOD data. removes uninformative samples. OOD coverage during training.

* Gradient ascent to increase their respective loss values.

- Augment OOD data for training. Redundant Data —— Data Sampling Scarce Data — Data Augmentation

train OOD test OOD train OOD ‘ test OOD
worst-case OOD augmentation =7 § 88 e Shal
® learn from less data learn from extra data
G o
R )
NVRS Eyop  [Wilyyy(t; 0)]
0 ~Doo a\t / /

® / * T [Ex~D00d [£00a(x’; 0)], x" = P(x)

original OOD ¢ & . reweighti?g | augm(lantation

Ooq,(%'
$6) learn from resampled data learn from extra data

(@)
Learning to augment distributions for out-of-distribution detection. In Neur/PS, 2023. https://bhanml.github.io/ & https://github.com/tmlr-group 59




VOS Method

Generating pseudo OOD samples for training OOD loss Is another good choice.

Problem

* Previous methods depend on curated OOD sets with limited
and unreliable coverage.

* How to train a classifier that recognizes unknowns at test
time without any auxiliary OOD data”

Backbone Network

/Near-boundary “unknown” )
supervision are generated near
the ID data without a reference
of external OOD data, thereby
improving OOD detection while

Q)reserving ID accuracy. )

VOS: Learning what you don’t know by virtual outlier synthesis. In /CLR, 2022.

Anchor/Proposal

VOS Method

* Estimate ID support by fitting class-conditional Gaussians
with a shared covariance to penultimate-layer features;

* Generate virtual outliers beyond the Mahalanobis boundary
and instruct the classifier to be uncertain there.

' N\

Regression Head Lioc
3 J/
ﬁD Samples h(x, b) Classification Heﬁ
bl _ [+ = Linear o
- at Transformation cls —
Generator l lUncertainty score F 00D
Virtual Densil
1rud Nonlinear MLP
- OuthersV ~ Luucertainty
___,\-\-’ """""""""""" / Negative Energy Score
— = -
. -... -------- -z Generated Virtual Outliers\

AF A
A

A,

pa(h(x,5) [y = k) = N (g, ) )

https://bhanml.github.io/ & https://github.com/tmlir-group 60




Part 2 Long-talled and Out-of-distribution Leaming\eﬂ X

* Part 2.3: Out-of-Distribution Generalization

https://bhanml.github.io/ & https://github.com/tmlr-group



OOD Generalization

In the context of OOD generalization, machine learning models are expected to generalize well to
data with covariate distribution shifts and still perform correct label predictions.

Classical Machine Learning OOD Generalization
N ~ o Mm% » mllv
00D CAT DOG
~ > wllv >l
‘ DOG DOG
ID

If the model encounters images with
different styles compared with training
data, it would make wrong predictions.

The model should generalize to unseen
OOD data with right label predictions.

https://bhanml.github.io/ & https://github.com/tmlr-group 62



Practical Scenarios of OOD Generalization™™ Rikzn

Beyond OOD detection that merely flags unseen objects, autopilot needs to generalize to unseen scenarios to
avoid accidents and ensure safety under different conditions.

Training Environment OOD Test Environments

Waymo Open Challenge

The model is trained on clear,
daytime urban scenes with
stable sensor inputs.

At test time, it must generalize safely to unseen
scenarios such as rain, fog, night, and other sensor shifts.

https://bhanml.github.io/ & https://github.com/tmlr-group 63



RIM=EN

How to Handle Distribution Shift?

* If we relate to how we humans classify the animals, we indeed leverage the invariance principle of
the independent causal mechanisms.

e Causal Invariance Principle: The causal mechanism generating the target variable from its direct
parents is independent from the changes.

Train Environment Test Environment

Intuition: The labels of the animals are
determined by its invariant physical
features (e.g., shapes, furs and so on)

Using the causal invariance to classify
the animals is able to get rid of the
influence of distribution shifts.

P(Label | Animal etc.) is invariant!

https://bhanml.github.io/ & https://github.com/tmir-group 64



Many Implementations of Invariance % fuew

The invariance can be implemented in various ways.
* regularize the learned features to be domain-invariant;
* regularize the models to be robust to mild distributional perturbations of the training distributions.

Learning Domain-Invariant Features Group DRO
* Mechanism: Use Gradient Reversal to suppress Mechanism: Directly optimize the loss of the worst-

domain-specific information. performing group rather than the average.
* Objective: Extract features that are predictive of labels Obijective: Ensure consistent accuracy across all groups,
but invariant to domain shifts. preventing bias against minorities.

L. (g,;y Standard (ERM): average loss Group DRO: worst-group loss
i . Rerm(w) = E(zy.0) [(w; (z,y))] Repro(w) = maXE(xyg) [(w; (z,9)) | g =]
S |:> class label y average loss for each group g’
S ELEEY e
La s ]1])(] pudutor Gy(+ z/) : = 5 1 = <
% g domain classifier Gy(-;04) : Y | § s |l §
o ! j,% ,—% ave max
* ' o % %o i : i
feature extractor G¢(-;0y) %, %, avg worst : avg  worst
e |:> a domain label d group : group
|:> ggy 8L :  Train: known groups for each example
| forwardprop  backprop (and proiluccd derivatives) | o = T,eSt: u_nknown groups .
Standard ERM performs poorly on minority groups (high worst-group
_ _ o error), whereas Group DRO ensures low error across all groups.
Domain-Adversarial Training of Neural Networks. In JMLR, 2016
https://bhanml.github.io/ & https://github.com/tmlr-group 65

Distributionally Robust Neural Networks for Group Shifts. In /CLR, 2020.
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The Causal Invariance Principle St

* Force a single classifier to work in all environments — the model relies on causal, invariant signals and

generalizes OOD.
;
y

Invariant risk minimization (IRM):

» . | min r— L.(w o ©).
Intuition: learn an invariant representation ¢ so f=wop Zeegtr e( SO)'

that one classifier w remains optimal across all Optimization for invariant representations
environments in the environment set & s.t. w € argming L. (w o @), Ve € &y

environment e = 1: environment e = 2: environment e = 3:

N N N
S ?@\ PN /Q

P P ¥
® ®N\ ®

\The classifier optimal for all environments

https://bhanml.github.io/ & https://github.com/tmlr-group 66



Formulation and Challenges

IRM aims at training an invariant predictor that is simultaneously optimal across different
training domains:

MIN f—yop Zeeé’tr Le(w o),

s.t. w € argming L.(w o @), Ve € &,

However, the original formulation of IRM is challenging to implement:
* Bi-level Optimization Loop: Requires solving an inner optimization problem (argmin)
to convergence for every single update of the representation .
* Gradient Flow Obstruction: Standard backpropagation cannot directly compute
gradients through the nested argmin operator.
* Intractable Computation: Scaling this "inner-loop-within-outer-loop” optimization to
large deep neural networks and multiple environments is computationally prohibitive.

Invariant risk minimization. A7Xv preprint, 2016. https://bhanml.github.io/ & https://github.com/tmlir-group 67



Relaxation of IRM

Step 1: Linearization
*  Dummy Classifier (w = 1): Without loss of generality, we fix w to a constant scalar 1.0, allowing the highly
expressive network ¢ to absorb any classifier scaling. === Do not have to optimize classifier.
* First-Order Condition: We replace the argmin constraint with Fermat’s theorem: if w = 1 is optimal, the
gradient of the loss at w = 1 must be zero Vi w=1Le(W - @) = 0. ==> Actually, this is a strict constraint.
Step 2: Softening
* Enforcing strict zero-gradient constraints during stochastic gradient descent (SGD) is numerically difficult.
We convert the equality constraint into a squared L, norm penalty: A || V,,j =1L (W - @) 12,

* Intuition: The penalty suppresses domain-specific shortcuts, penalizing the model if the optimal decision
boundary attempts to shift across different environments.

LLinearized IRM with w € Rﬂ

-

min
Jf=weq

eEE,,

st. w € argmin Z,(we @), Ve € &,
W

~

J

IRM

»

( .
min
@

ee®

) )
g z
g min Z Z o) AV ypm1 Z . - D)l

st V

wlw=

@
lge(w ’ (ﬂ) =0, Ve € gtr » o<E

S J
Soften the constraints

IRM ¢ IRMv1

https://bhanml.github.io/ & https://github.com/tmlr-group 68



[ Does IRM can truly explore the J
optimal solution?

PAIR Method

Core Insight 1: Reframe the loss of IRM for the optimal solution

* Main Limitation: Traditional linear weighting (using A) only finds a single, blind trade-off and can
only find the optimal solution in the convex regions.

* Solution of PAIR: In contrast, PAIR maps the entire Pareto front and directly guides the optimization
to the exact optimal solution (Green Dot) matching your preference (Blue Line).

minLeggmy + A4 - L min{Lerm, Loobn )
Un LR 00D » ) {Lerm, Loop

Framing IRM as a Multi-Objective Problem:
* Simultaneously minimize two objectives;
 Pareto Front (Red Curve) indicates the optimal

trade-offs between the two objectives. Loop
* Preference Ray (Blue Line) indicates the your own

preference for the two objectives ... Todecrease ERM loss, the
* Any point on this curve is Pareto optimal, meaning OOD lgsstnay increase. Thus,

: . : : . Paret6 Front is a trade-off in

one objective cannot be improved without worsening fUlti-objective optimization.

the other. 0.15 0.20 0.25
Target Solution (Green Dot): The exact optimal point Lerm

found along your chosen preference path. Simulated Pareto front

Pareto Invariant Risk Minimization: Towards Mitigating the Optimization Dilemma in Out-of- _ _ _ 69
Distribution Generalization. In /CLR, 2023. https://bhanml.github.io/ & https://github.com/tmlr-group



PAIR Method =

Core Insight 2: Improve the generalization via the loss variance among different environments.
Considering the biases across different training environments, PAIR propose to simultaneously optimize
three objectives: (1) empirical risk minimization; (2) OOD loss; and (3) loss variance among environments.

- T Exact Pareto optimal search (EPO

m]}n{LERM; Loop, LrRex) P (EPO)
Minimize the variance of losses across 1 % OOD solution

different training environments 00D o CPh
o ——— escen ase

. : ---- Balance Ph
The Pareto frontier becomes more complicated. Two Pareto Step 1 B

optimal steps are as follows: . @

R Init. point

e Stepl Descent: Train with ERM to quickly approach the
Pareto front. This stage focuses on rapid convergence and
minimizing overall loss.

e Step 2 Balance: Use a preference-aware solver to
navigate along the front. This stage fine-tunes the model
to achieve the desired trade-off between objectives.

>
»

Lerm

Pareto Invariant Risk Minimization: Towards Mitigating the Optimization Dilemma in Out-of-

Distribution Generalization. In /CLR. 2023. https://bhanml.github.io/ & https://github.com/tmlr-group 70
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CAMELYON17 CI1VILCOMMENTS FMow IWILDCAM POVERTYMAP RxRx1

AVG. RANK()'
Avg. acc. (%) Worst acc. (%) Worst acc. (%) Macro F1 Worst Pearsonr  Avg. acc. (%)
ERM 70.3 (+6.4) 56.0 (£3.6) 323 (+125) 30.8 (£1.3)  0.45(+006) 29.9 (+£04) 450
CORAL 59.5 (£7.7) 65.6 (+1.3) 31.7 (£1.24) 32.7 (+0.2) 0.44 (+0.07) 28.4 (+0.3) 5.50 _ i
GroupDRO 68.4 (+7.3) 70.0 (+£2.0) 30.8 (40.81) 23.8 (+2.0) 0.39 (:+0.06) 23.0 (40.3) 6.83 ] PAl R re-em powers l RMVl d nd aCh IEVES
I IRMv1 64.2 (+8.1) 66.3 (£2.1) 30.0 (£1.37) 15.1 (£4.9) 0.43 (+0.07) 8.2 (£0.8) 7.67 _ _ _ 1
V-REx 71.5 (£8.3) 64.9 (£1.2) 27.2 (£0.78)  27.6 (10.7) 0.40 (£0.06) 7.5 (£0.9) 7.00 new state Of the arts across 6 Cha I Ieng Ing
Fish 74.3 (£7.7) 73.9 (+0.2) 34.6 (+0.51) 24.8 (+£0.7) 0.43 (+0.05) 10.1 (£1.5) 4.33 H -
LISA 74.7 (£6.1) 70.8 (£1.0) 33.5 (£0.70) 24.0 (£0.5) 0.48 (+0.07) 31.9 (+0.8) 2.67 rea I IStIc datasets-
IRMX 67.0 (+6.6) 74.3 (+0.8) 33.7 (+0.78) 26.6 (40.9) 0.45 (40.04) 28.7 (4+0.2) 4.00
[ PAIR-oO 74.0 (+7.0) 75.2 (+0.7) 35.5 (£1.13) 27.9 (£0.7) 0.47 (40.06) 28.8 (+0.1) 2.17 ]

T Averaged rank is reported because of the dataset heterogeneity. A lower rank is better.

COLOREDMNIST f PACS ¥ TERRAINCOGNITA

PAIR-s +90% +80% 10% A wr. A C P S Awr. L100 L38 L43 L46 A wr.

ERM 70 734 100 872 795 955 769 467 418 574 397
. . DANN 71.0 73.4 10.0 8.5 799 97.1 753 46.1 41.2 56.7 35.6

PAIR substantially improves the DANN /TL6 733 109 409 870 8L4 968 775 422 431 4L1 552 387 431
1 GroupDRO 72.6 73.1 9.9 87.7 821 98.0 79.6 484 40.3 57.9 40.0

worst environment performance GO 2% T3 50 431 s 832 978 814 418 484 403 579 400 400
of all representative OOD methods rwmv 723 726 99 82.3 808 958 789 484 356 554 401

0 IRMv1 v 67.4 64.8 24.2 +14.3 853 81.7 974 79.7 +0.8 404 383 488 370 +14

up to 10A) 1 e A
Fishr 72.2 73.1 9.9 88.4 R82.2 97.7 81.6 49.2 40.6 579 404

Fishr v 69.1 70.9 22.6 +12.7 874 826 975 822 +0.6 51.0 40.7 582 408 +0.3

TUsing the training domain validation accuracy. *Using the test domain validation accuracy.

Pareto Invariant Risk Minimization: Towards Mitigating the Optimization Dilemma in Out-of- https://bhanml.github.io/ & https://github.com/tmlIr-group 71
Distribution Generalization. In /CLR, 2023. ' ' ' ' '
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* Part 2.4: Takeaways
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Takeaways -

Structural Decoupling of Feature Geometry and Classifier Calibration
* Mitigating long-tail bias has two paradigms : establishing balanced, high-dimensional
representation manifolds while dynamically rescaling low-dimensional decision boundaries.

Paradigm Shift: From Empirical Data Fitting to Semantic Prior Exploitation

* Robust OOD detection shifts the focus from training-time empirical boundary fitting to inference-
time feature purification and zero-shot semantic mapping.

Pareto Reconciliation of Empirical Utility and Causal Invariance
* The fundamental limit of OOD generalization lies in the inherent conflict between empirical utility

(ERM) and causal invariance (IRM). Resolving this trade-off requires traversing the multi-objective
Pareto front rather than relying on static scalar regularization.

https://bhanml.github.io/ & https://github.com/tmlr-group 3
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Part 3. Adversarial
" Attacks and Defenses )

Original Adversarial

perturbation §

( * )

Prediction

G J/

Defend adversarial attacks

74
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Part 3 Adversarial Attacks and Defenses ©

* Part 3.1: Ad
* Part 3.2: Ad
* Part 3.3: Ad
* Part 3.4: Ad
* Part 3.5: Ta

versaria
versaria
versaria
versaria

Keaways

Examples and Attacks
Training

Purification

Detection

https://bhanml.github.io/ & https://github.com/tmir-group
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* Part 3.1: Adversarial Examples and Attacks

https://bhanml.github.io/ & https://github.com/tmlr-group
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Adversarial Examples 2

Adversarial examples are generated by adding imperceptible perturbations to the
Input but may mislead the model to make unexpected predictions.

Panda or Gibbon?

panda
58% confidence

gibbon
99% confidence

Imperceptible perturbations

https://bhanml.github.io/ & https://github.com/tmlr-group 7



Adversarial Attacks

0 FGSM Attack 0 PGD Attack
* Fast Gradient Sign Method * Projected Gradient Descent
* One-time attack * [terative attack:
Xady = X + € - sign(V,£(0,x,y)) Xt = Xp—q + a-sign(V,£(0,x:-1,y))
(x: Original Data, X44,,: Adversarial Data, €: Perturbation) * Projection: X; « pr()jLoo (xt, X, E)

2 —!{ sign(V,.?)

x (Original) Classification: 8 x (Original) X1

Xe-1 Classification: 8

Explaining and harnessing adversarial examples. In /CLA, 2015. https://bhanml.github.io/ & https://github.com/tmlr-group 78
Towards deep learning models resistant to adversarial attacks. In /CLR, 2018.
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Part 3 Adversarial Attacks and Defenses Rk

* Part 3.2: Adversarial Training

https://bhanml.github.io/ & https://github.com/tmir-group



Adversarial Training

Adversarial training enhances the robustness of DNNs through introducing
adversarial data into training and solving a min-max optimization problem.

Generation of Adversarial Examples Optimization of Model Weights
Classifier | Maximize Classifier Minimize
f Loss Function ¢ f Loss Function ¢
: -
~ Y2l = %ﬁ
Find the strongest ——_ Adversarial Adversarial Image —
perturbation A that e Perturbation A X + A Optimize moc:l(el bf
. to resist attacks by
maximizes ¢ :
max £(f (x + A), %), [All, <€ r;lelpi’(f(x +A%),y) minimizing .

Towards deep learning models resistant to adversarial attacks. In /CLR, 2018. https://bhanml.github.io/ & https://github.com/tmlr-group 80
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Recent Advances In Adversarial Training == ax
( N ( N
TRADES FAT CausalAdv
* Core Question: * Challenge: * Insight:
How to balance clean accuracy Strong adversarial attacks may Models mainly rely on spurious
and adversarial robustness? over-regularize training. correlations.
* Key ldea: *  Key Idea: * Key ldea:
Decompose robust error into: Use more “friendly” adversarial Learn invariant causal features
natural error + boundary error. examples to balance the training. and reduces reliance on
*  Method: spurious correlations.
* Method: :
Optimizing a classification *  Method:
Iegrnin o%'ective with Early-stopped PGD once the _ - _
g €] WItH sample becomes misclassified. Align feature distributions with
robustness regularization. causal interventions.
I\ J . J L
How does adversarial example generation affect What makes models vulnerable to
the adversarial training? adversarial perturbations?

Theoretically principled trade-off between robustness and accuracy. In /CML, 2019.

Attacks which do not kill training make adversarial learning stronger. In /CML, 2020. httos://bhanml.aithub.io/ & httos://aithub.com/tmlir-arou 81
CausalAdv: Adversarial robustness through the lens of causality. In /CLR, 2022. ps: 9 ' ps//9 ' group
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TRADES: Robustness or Accuracy?

[ Problem: How to achieve robustness to attacks without significantly sacrificing clean accuracy ? ]

Decision
boundary

Observation: The decision boundary
shifts away, sacrificing tight fit for a
robust margin to attacks.

0.0 0.5 1.0 0.0 0.5 1.0

a. Stand training b. TRADES

Denote B(x,e) = {x'|||x — x’||p < €} a ball of radius € centered at sample x, TRADES performs

(9 min B{£(f (). 9) + maxyreneo £ (0, £ )/ }

B(x,€)

Accu racy Robustness

Theoretically Principled Trade-off between Robustness and Accuracy. In /CML, 2019. https://bhanml.github.io/ & https://github.com/tmlr-group 82



TRADES: Robustness or Accuracy?

Quantitative results

Table 4: Sensitivity of regularization hyperparameter A on MNIST and CIFAR10 datasets.

Accuracy

MNIST Robusthess CIFAR10
y | 1[ >‘| rob(f) (%) Anat(f) (%> Arob(f) (%) Anat(f) (%)
0.1 | 91.09 £ 0.0385 99.41 £+ 0.0235 & 26.53 +1.1698 91.31 £ 0.0579
0.2 | 92.18 £ 0.0450 99.38 4+ 0.0094 & 37.71 + 0.6743 89.56 + 0.2154
0.4 | 93.21 +£0.0660 99.35 4+ 0.0082 i 41.50 4+ 0.3376 87.91 4+ 0.2944
0.6 | 93.87 +0.0464 99.33 4+ 0.0141 § 43.37 +0.2706 87.50 4+ 0.1621
0.8 | 94.32 +£0.0492 99.31 4+ 0.0205 & 44.17 £ 0.2834 87.11 £ 0.2123
1.0 | 94.75 £0.0712 99.28 £+ 0.0125 & 44.68 4+ 0.3088 87.01 4+ 0.2819
2.0 | 95454+ 0.0883 99.29 £ 0.0262 & 48.22 4+ 0.0740 85.22 £ 0.0543
3.0 | 95.57 £0.0262 99.24 £ 0.0216 & 49.67 £0.3179 83.82 £ 0.4050
4.0 | 95.65 4+ 0.0340 99.16 4+ 0.0205 & 50.25 + 0.1883 82.90 + 0.2217
5.0 | 95.65 £0.1851 99.16 £ 0.0403 & 50.64 £ 0.3336 81.72 £ 0.0286

[Higher values of 1/4 lead to better robust accuracy but lower natural accuracy.]

Theoretically Principled Trade-off between Robustness and Accuracy. In /CML, 2019.

https://bhanml.github.io/ & https://github.com/tmlr-group
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FAT: Friendly Adversarial Training

Natural data

ot e
. :3?

° L

In PGD adversarial training,
adversarial variants of natural
data cross over the decision
boundary and are located at

[ Question: Is the min-max optimization paradigm sufficient to the adversarial training (AT)? ]
Observation: Many studies find AT tends to result in severe degradation of natural accuracy.

Step #1 Step #3 Step #6 Step #8 Step #10

e I B A —

.. :;Y.:i'&’:&;' .. ::-E "",,j' ' $*.

their peer’s area.

Finding: Standard min-max AT pushes points apart excessively. Since models are required to fit natural
and adversarial data simultaneously, a severe accuracy degradation happens.

Intuition: Replace inner max with inner min to keep samples close to the original data distribution.

fl' — arg maXxEB(xi)'g(f(f)i yl)

Attacks Which Do Not Kill Training Make Adversarial Learning Stronger. In /CML, 2020.

X; = arg_min £(f(X),y;)

XEB(x;)

=

s.t[afoa,yi) — min?(f (%), ) 2 p

ensure X is misclassified
with margin p

https://bhanml.github.io/ & https://github.com/tmlr-group 84
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FAT: Friendly Adversarial Training 7 ren

Implementation: FAT employs the friendly adversarial data generated by early stopped PGD to
avoid the excessive cross-over problem and update the model accordingly.

Natural data Step #1 Step #3 Step #6 Step #8 Step #10
. ) Conventional PGD
L] () L v' 'vV A k .
3«: ..-z:ﬂ;g "g - ' ) generating most
o %% . R MRS ) o ot 13 adversarial data
Natural data Step #1 Step #3 Step #6 Step #8 ‘
®e ?..0 .'o.? W' :; ..'0 ° vvvv; ...' ": h ' . Early Stoppid PG[I)
-4 .:3. N R A condi o B generating riendly
. R A I ) - RS A4 e i . adversarial data

[Finding: FAT mitigates the severe mixing of data points along the decision boundary. ]

85
Attacks Which Do Not Kill Training Make Adversarial Learning Stronger. In /CML, 2020. https://bhanml.github.io/ & https://github.com/tmlir-group
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FAT: Friendly Adversarial Training G
Quantitative results
Table 1. Evaluations (test accuracy) of deep models (WRN-32-10) on CIFAR-10 dataset
Defense Natural FGSM PGD-20 C&W PGD-100
Madry 87.30 56.10 45.80 46.80 -
CAT 77.43 57.17 46.06 42.28 -
DAT 85.03 63.53 48.70 47.27 -
FAT (€train = 8/255) 89.34 + 0.221 65.52 + 0.355 46.13 £+ 0.409 46.82 + 0.517 45.31 £ 0.531
FAT (€train = 16/255) 87.00 4+ 0.203 65.94 + 0.244 49.86 + 0.328 48.65 1 0.176| 49.56 + 0.255
Table 2. Evaluations (test accuracy) of deep models (WRN-34-10) on CIFAR-10 dataset
Defense Natural FGSM PGD-20 C&W PGD-100
TRADES (8 = 1.0) 88.64 56.38 49.14 - -
FAT for TRADES (€train = 8/255) 89.94 + 0.303 61.00 +0.418 49.70 + 0.653 49.35 4+ 0.363 48.35 + 0.240
TRADES (8 = 6.0) 84.92 61.06 56.61 54.47 55.47
FAT for TRADES (€trqin = 8/255) 86.60 + 0.548 61.97 + 0.570 55.98 + 0.209 54.29 + 0.173 55.34 + 0.291
FAT for TRADES (€¢yqin = 16/255) 84.39 + 0.030 61.73 £ 0.131 57.12 + 0.233 54.36 +£0.177 56.07 £+ 0.155

[FAT can improve standard accuracy while maintaining the superior adversarial robustness.]

Attacks Which Do Not Kill Training Make Adversarial Learning Stronger. In /CML, 2020. https://bhanml.github.io/ & https://github.com/tmir-group 86



CausalAdv: Causal Adversarial Robustness S

O Causal view on adversarial data O Correlation between styles and labels
Style and content variables determine data;
S - )_( N C —>[Y Only Content variables determine the label.
-0 Given X (dog), the path S (cat) = Y (cat) leads to the spurious correlation:
Training image Relabel as cat

good
accuracy

Figure 1: Causal graph of the perturbed data generation
process. C,S XY E, X 0 are content variable, style variable,
natural data, label, perturbation, perturbed data and
parameters of a neural network, respectively.

Robust Features: dog Robust Features: dog Evaluate on
Non-Robust Features: dog Non-Robust Features: cat original test set

Given P(X,Y), Pg(X,Y), difference comes from the conditional association:

O Soft intervention: Modifying style is not allowed

Eqav = arg,maxf(h(X +E;0),Y) P(Y|X) = Z P(s | X)P(Y | X,s) Py(Y1X) = Z Po(s | ©)Po(Y | X, 5)
E'eB
Making the difference —

CausalAdv: Adversarial Robustness Through the Lens of Causality. In /CLR, 2022. https:.//bhanml.github.io/ & https://github.com/tmlir-group 87
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Adversarial Distribution Alignment

0 Aligning the adversarial distribution:
min d (P(Y | X), Pg(Y | X)) + AEed (P(Y 1 X,5), Pe(V | X,5))
6 \ j \ )

non-differentiable non-differentiable

O Introducing relation and approximation (by triangle inequality):

min IE(X'Y)~P(XrY) CE(h(X + Eadv; 9), Y) + ]/CE(h(X; 0), Y) h is output distribution of
0,y networks
+A ([ESCE(g(S(X + Eqav); Vl/g), Y) + ,BCE(g(S(X); %), Y)) g shares the features of

networks with h

O Replacing with an upper bound:

EsCE(g(s(X);Wg),Y) = Esconv(u,o2nCE(g(3C0); W), Y)

CausalAdv: Adversarial Robustness Through the Lens of Causality. In /CLR, 2022. https://bhanml.github.io/ & https://github.com/tmlr-group 88



Adversarial Distribution Alignment Y Rken

0 The realization of causal-inspired adversarial distribution alignment
mln IE(X Y)~P(X Y)CE(h(X + Eadv» 0) Y) + ]/CE(h(X 0) Y)

+A (CE(g(u(X + Eqav); W), Y) + BCE(G(1(X); Wy), Y))

Without considering the With considering the soft label due to
spurious correlation of s and vy, model capacity, we achieve TRADES
we achieve Madry's AT

meinp(e), where p(6) = E(xyy~0 lrgleélg(L(Q, x+ 6, y)] rr}in]E {L(f(X), Y) + X,nga&e)L (f(X),f(X'))//l}

CausalAdv: Adversarial Robustness Through the Lens of Causality. In /CLR, 2022. https://bhanml.github.io/ & https://github.com/tmlir-group 89



Adversarial Distribution Alignment

Table 2: Classification accuracy (%) of ResNet-18 on CIFAR-10 under the white-box threat model
with e = 8/255. The best-performance model and the corresponding accuracy are highlighted.

Method

Best checkpoint

Natural FGSM  PGD-20 CW-20

Last checkpoint

Natural FGSM  PGD-20 CW-20

Madry

83.56 56.69 51.92 51.00

84.65 54.37 46.38 46.73

CausalAdv-M

80.42+039 57.98+021 54.44+0.18 52.51+025

83.72+041 59.17+024 51.82+0.19 50.93+0.27

TRADES

81.39 57.25 53.64 51.39

82.91 57.95 52.80 51.27

CausalAdv-T

81.22+027 58.97+0.17 54.55+0.16 52.95+0.26

81.62+030 58.90+0.16 53.64+0.14 52.70+037

Table 3: Classification accuracy (%) of ResNet-18 on CIFAR-100 under the white-box threat model
with € = 8/255. The best-performance model and the corresponding accuracy are highlighted.

Method Best checkpoint Last checkpoint
Natural FGSM  PGD-20 CW-20 | Natural FGSM  PGD-20 CW-20
Madry 55.98 28.39 25.15 24.04 55.08 25.35 21.63 21.42
CausalAdv-M | 54.07+0.17 29.76+0.16 27.62+0.13 25.44+0.15|54.81+023 26.83+0.19 23.34+0.15 22.93+0.13
" TRADES |53.85 29.04 27.91 24.09 53.54 29.29 26.80 23.79
CausalAdv-T | 53.17+039 30.66+020 28.57+0.18 25.74+0.18 | 54.79+041 30.81+0.40 28.51+035 25.32+027
[ Addressing spurious correlations yields SOTA robustness across all attacks! ]

CausalAdv: Adversarial Robustness Through the Lens of Causality. In /CLR, 2022.

https://bhanml.github.io/ & https://github.com/tmlr-group 90



Part 3 Adversarial Attacks and Defenses <=

* Part 3.3: Adversarial Purification

https://bhanml.github.io/ & https://github.com/tmlr-group
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Adversarial Purification @Y kzh

Adversarial purification aims at achieving input level robustness by adapting
denoising operations to recover clean data from the adversarial examples.

YERsITY

7|

[0 The input Is preprocessed by a purifier
module g4 before classification
4 )

Y ! 1 IE [ ! ’ ]
%ﬁ \( Purifier Model j 1’2’1911 Pdata(X,y) x'é%%;(, E)L (f 0 (g [0) (x )) y )
¥
~ J

Purification Process

k 9o (B(x, €) is the perturbation ball)

Adversarial Example x'
\‘ @ * Input-level Denoising
Classifier |, N,
p * Plug-and-play Purifier
* Attack-agnostic Defense Strategy

https://bhanml.github.io/ & https://github.com/tmlr-group

[0 Compared to adversarial training:
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Adversarial Purification

- N s N
HGD DiffPure
Feature-guided Denoising Paradigm Shift: Generative Reconstruction
"""""""""""""""" From T T T TTT TSI TT TS T T e
* Problem: Pixel-level denoiser leaves discriminative, * Problem: Discriminative purifiers
residual noise that gets amplified layer- guided denoising generalize poorly and still lag behind
by-layer in the classifier. to generative adversarial training.
‘ reconstruction ‘
* Core idea: Denoise towards semantic * Core idea: Destroy & reconstruct — noise
correctness. out the perturbation, then regenerate.
* Method: Train denoisers with high-level * Method: Forward diffusion +reverse
representation differences. generative process.
\ J \. J
Defense against adversarial attacks using high-level representation guided denoiser. In CVPR, 2018. https://bhanml.github.io/ & https://github.com/tmlir-group 93

Diffusion Models for Adversarial Purification. In /CML, 2022.
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HGD: Representation-level Purification 5 a

] Perturbation amplification effect: Adversarial perturbation tends to be amplified in high-level
representations by CNNSs, although it is imperceptible.

\

N
Key idea: HGD overcomes this with a loss
defined as the difference between the High-level representation guided denoiser
high-level representations of the clean
and denoised data from target models. L _HGD with feature | _ _ N
High-level representations contain abundant
“Panda” “Dog” \ / layerl semantic information, thereby achieving the best
(Correct) (Wrong) \ / generalization performance.
' - = === |  FeatureGuided (FGD) L= |lf;i(x) —fi(®)l; )
Logits —» [ Loss | «— I 1—21 [_HGD with logits__] 3
I I Logits contain lower-dimension, sparse information,
ﬂ I ;_11 | thereby achieving the inferior performance.
I I 4l Logit Guided (LGD) L = lz(x) — z(2)||; )
I 1 | /| HGDwithlabels | N
y ™~ - S — — Labels contain class information but few meaningful
: c I-L 2 ) logitsl features, thus achieving worst performance.
I z() | |Class Label Guided (CGD) £ = 2
Original Image Adversarial Image @ == == == == e == o= - ( )L CFOSS_EHtFOpY(Z (x)' y)/

94
Defense against adversarial attacks using high-level representation guided denoiser. In CVPR, 2018. https://bhanml.github.io/ & https://github.com/tmlir-group



HGD: Representation-level Purification

WhiteTestSet BlackTestSet —_— —_
Defense Clean [ a
e=4 €=16 €e€=4 €=16 I ngh RObUSt
NA 76.7% 145% 144% 61.2% 41.0%
PGD (753% 200% 138% 675% 55.1% ) | All 3 HGD methods outperform PGD and
ensV3 [31] 769% 698% S80% 724% 620% | ensV3 for all attacks with slightly decreased
FGD 76.1% 73.7% 614% 143% 71.8% ean ' 1 ImageNet
LGD 762% 7152% 692% 751% 72.2% | | Cleanaccuracy onimagenet.
CGD 749% 75.8% 713.2% T45% T1.1% ) — — 1 —
Denoiser for Clean WhiteTestSet BlackTestSet = - T — = 1
Resnet e=4 e=16 e¢=4 =16 | High Transferability
NA 785% 633% 384% 618% 48.6% | _ .
TnoV3 guided " Cross-model: HGD achieves very close
77.4% 158% T17%  76.1% 127% | :
LGD ‘ defending performance as the Resnet
Resners0ded) 7849  761% 729% 765% 14.6% | guided LGD.
| = Cross-dataset: Although the 250 classes
.y o White TostSet BlackTostSet | | In the test set are never trained, LGD still |
ceme MEH 4 =16 | e=4 =16 | learns to defend against the attacks |
NA ~ 766% 154% 153% [61.5% 41.7%[— :
LGD  763% 739% 65.7% |74.8% 72.2% . targeting at them. _!

https://bhanml.github.io/ & https://github.com/tmlr-group 95

Defense against adversarial attacks using high-level representation guided denoiser. In CVPR, 2018.



DiffPure: Diffusion-based Purification

O Problem: Existing purification methods often falls behind adversarial training methods)
due to the shortcomings of generative models.

mode collapse: lacks diversity, failing to cover all modes of clean data distribution.

\_ lack proper stochasticity: vulnerable to adaptive attacks. )

0 Diffusion model is an ideal purification model
= The high generation quality and diversity ensure the purified images comprehensively cover

all modes of the original distribution of clean data.
= The stochasticity in diffusion process can make a powerful stochastic defense.

p()xt1|xt)
o) — @) @H H

\-_—’

Score-based generative modeling through stochastic differential equations. In /CLR, 2021.

Diffusion Models for Adversarial Purification. In /CML, 2022. https://bhanml.github.io/ & https://github.com/tmir-group 96



DiffPure: Diffusion-based Purification = 8 Rk

@ersarial image : : Puriticdimnace
“Gibbon”’ Diffused 1mage g

“Panda”

4 ) 4 )
Submerge . Recover clean
per.turbat.ions X, x(t x(0) images from
L with noise. ) t=0 Forward SDE =t Reverse SDE . t=0 J noisy data.
) N  / —==L___7
— ‘ _ _ — — (.
( Forward SDE \ ( Reverse SDE \
| Add noise to adversarial images by following thel | Recover clean images through the reverse |
| forward process with a small diffusion timestep t” | | denoising process before classification |
| X(t) = Ja(t)x, + 1 — a(t e /l | R(0) = SDE_Solver(x(t"), frev: Grew, W, ', 0) /|

The adversarial attacks are removed together with noise during the reverse SDE phase.

Score-based generative modeling through stochastic differential equations. In /CLR, 2021. . : : S ~
Diffusion Models for Adversarial Purification. In /CML, 2022. https://bhanml.github.io/ & https://github.com/tmir-group - 97




DiffPure: Diffusion-based Purification 5 fukax

Method Extra Data Standard Acc Robust Acc Method Extra Data Standard Acc Robust Acc
WideResNet-28-10 WideResNet-28-10
@hang eal, 2000) /7 B3 996 Rugustinetal, 0207V %23 7193 D Smdue A T A
tal., . . -
((E,m:,la? ot 202)0) Y 20.48 6270 (Rony et al,, 2019) X 89.05 66.41 (Engstrom et al,, 2019) X 6256 3106
(Wu et al., 2020) X 85.36 59.18 i (Wong et al., 2020) X : :
(Rebuffietal, 2021) X 8733 172 (Wuetal,, 2020)" X 88.51 72.85 (Salmanetal., 2020) X 64.02 37.89
(Gowal et al "2021) X 27 €0 “',)4 (Sehwag et al., 2021)" X 90.31 75.39 (Bai et al., 2021)" X 67.38 3551
Ours., s 89.024-021 70.64+0.39 (Rebufﬁ et al., 2021) X 91.79 78.32 Ours X 67.79+0.43 40.93+1.96
WideResNer.70-16 Ours X 91.03+0.35 78.58+0.40 WideResNet-50-2
Gowalotal 2000) 7 3110 e 0 WideResNet-70-16 (Salman etal, 2020) X 63.46 3925
(Rebuffietal, 2021) 92.23 68.56 (Gowal et al., 2020) v/ 94.74 79.88 Ours X___[TLI6H0.7S 44.99::095
(Gowal et al., 2020) X 8520 5057 (Rebuffi et al., 2021) v/ 95.74 81.44 DeiT-S
(Rebuffi et al., 2021) X 88.54 64.46 (Gowal et al., 2020) X 90.90 74.03 (Bai et al., 2021)" X 6650 3530
(Gowal et al., 2021) X 88.74 6660 (Rebuffi et al., 2021) X 9241 80.86 Ours X 73.63+0.62 43.18+1.27
Ours X | 90.07:£0.97 71.29+0.55 Ours X |92.68+0.56 80.60+0.57
Experiments on CIFAR-10 Experiments on CIFAR-10 Experiments on ImageNet
AutoAttack € (e = 8/255) AutoAttack €, (e = 0.5) AutoAttack £ (e = 4/255)

Observations: In defense of various strong adaptive attacks on different classifier
architectures, DiffPure largely outperforms previous approaches.

Diffusion Models for Adversarial Purification. In /CML, 2022. https://bhanml.github.io/ & https://github.com/tmlr-group 98



Part 3 Adversarial Attacks and Defenses <=

* Part 3.4: Adversarial Detection
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Adversarial Detection

Adversarial detection identifies whether a test sample comes from a clean or
adversarial data distribution.

Detection of Adversarial Examples (AEs) [0 Detect & Reject

1, if xisan AE
D(x) = {0, If x1s a clean sample

. Pass the Detection]

0 Advantages

Adversarial Samples £ ~, | Detector

* Preserves Clean Accuracy

Reject the Samplej

* Model-Agnostic Add-On

Clean Samples x

@ Detected as Clean Examples @ Detected as Adversarial Examples

https://bhanml.github.io/ & https://github.com/tmlr-group

* Plug-and-Play Defense
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Adversarial Detection

4 N

LiBRe
Feature-based Detection

* Problem: Bayesian detection
typically suffers from unreliability,
uncertainty, and high cost.

$

* Insight: Adversarial samples has
higher predictive uncertainty.

* Method: Train denoisers guided
by high-level representations.

\

SAMMD

Statistical Detection

* Problem: Standard MMD usually
fails to be unaware of adversarial
data in adversarial detection.

$

* Insight: The distribution of natural
and adversarial data are different.

* Method: Maximize the test power
of semantic-aware deep kernel
for adversarial sample detection.

4 \

\\&S’A PTIS // -“ I/: N

* Problem: A single-point score is

* Insight: Probe multiple

* Method: Estimate expected

/\

\

EPSAD
Advanced Statistical Detection

unstable and insufficient to
detect adversarial sample.

$

perturbations around inputs for
richer structural information.

perturbation score (EPS) and
perform EPS-based MMD.

I

From output features to data distributions

LiBRe: A Practical Bayesian Approach to Adversarial Detection. In CVPR, 2021.
Maximum mean discrepancy test is aware of adversarial attacks. In /CML, 2021.

Detecting Adversarial Data by Probing Multiple Perturbations Using Expected Perturbation Score. In /CML, 2023.

From two-sample comparison to multi-view
single-sample detection

https://bhanml.github.io/ & https://github.com/tmlr-group 101



L IBRe: Feature-based Detection

Bayesian
sub-module :
ﬁ i
o adversarial_l
= ollun—-@
task-dependent
prediction l
Deterministic layers accept/reject

Given a pre-trained DNN, LiBRe converts its last few layers to be Bayesian and uses the

RIM=EN

Deterministic layers: extract
general features from the input.

Bayesian sub-module: last few layers
are converted to Bayesian (e.g., BNN
with MC Dropout) and trained on a
mixture of benign and adversarial

examples.

\

J

uncertainty, 1.e., an unbiased variance estimator, as a detection metric:

[T
1
U = =— | 20 -7
t=1

\

\
where z® is the t-th logits of the BNN. variance

LiBRe: A Practical Bayesian Approach to Adversarial Detection. In CVPR, 2021.

https://bhanml.github.io/ & https://github.com/tmlr-group 102



Feature-based Detection: LIBRe s

Method Prediction accuracy 1 AUROC of adversarial detection under model transfer 1
TOP1 TOPS PGD MIM TIM DIM

MAP 76.13% 92.86% - - - -
MC dropout [17] 74.86% 92.33% 0.660 0.723 0.695 0.605
LMFVI 76.06% 92.92% 0.125 0.200 0.510 0.018
MFVI 75.24% 92.58% 0.241 0.205 0.504 0.150
LiBRe 76.19 % 92.98 % 1.000 1.000 0.982 1.000

Table 1: Left: comparison on accuracy. Right: comparison on AUROC of adversarial detection under model transfer. (ImageNet)

Method FGSM  BIM C&W PGD MIM TIM DIM  FGSM-¢3  BIM-Z;  PGD-/5
KD[14] 0639  1.000 0999  1.000 1.000  0.999  0.624 0.633 1.000 1.000
LID [39] 0.846 0999 0999 0999  0.997 0.999  0.762 0.846 0.999 0.999
MCdropout [17] || 0607 1000 0980  1.000 1.000 0999  0.628 0.577 0.999 0.999
LMFVI 0029 0992  0.738 0.943 0.996  0.997 0.021 0.251 0.993 0.946
MFVI 0.102 1.000  0.780  0.992 1.000 0999  0.298 0.358 0.952 0.935
LiBRe 1.000 0984  0.985 0.994  0.996 _ 0.994 1.000 0.995 0.983 0.993

Table 2: Comparison on AUROC of adversarial detection for regular attacks 1. (ImageNet)

Unlike other Bayesian methods, LIBRe maintains the highest prediction accuracy and AUROC
scores, showing superior generalization to unseen transfer-based attacks.

LiBRe: A Practical Bayesian Approach to Adversarial Detection. In CVPR, 2021. https://bhanml.github.io/ & https://github.com/tmlr-group 103



- | Gl
SAMMD: Statistical Detection Strategy ™ ik

(M

MD(P, Q; F): = sup|E[f(X)] — E[f(Y)

fEF

il

Maximum mean discrepancy (MMD) can
theoretically detect any distribution shift, but

\empirically fails in adversarial attacks. )

Adversarial Data

Overlap in distribution

MMD distributed

Maximum mean discrepancy test is aware of adversarial attacks. In /CML, 2021.

(" .. : .
Problem 1: Limited representation extraction
* Gaussian kernels fail in similarity measure on

9 complex high-dimensional data (e.g., Images). )

-
Problem 2: Weak detection capability
* Overlooked optimization of kernels for better

9 adversarial detection capability (i.e., test power). y

4 )
Problem 3: Violating 1.1.d. assumption

* Natural & adversarial data are often dependent

_ and traditional permutation tests fail completely.)

https://bhanml.github.io/ & https://github.com/tmlr-group 104



SAMMD: Statistical Detection Strategy RlKH
(Solution 1: Semantic Kernel (Get Feature) )
Representation - * Action: Extract deep semantic features instead of raw pixels.
L Impact: Amplify natural and adversarial data discrepancies. )
[ . . . . . ( . ) \
Solution 2: Maximizing Test Power Train

Capability - * Action: Adaptively optimize kernel parameters.
L ° Impact: Maximize approximate test power (enhanced capability). y
e : T : N
Solution 3: Utilizing Wild Bootstrap (Test)
Assumption » * Action: Replace Permutation with Wild Bootstrap resampling.
= Impact: Controls Type | error for Non-i.i.d. data. y

Maximum mean discrepancy test is aware of adversarial attacks. In /CML, 2021.

https://bhanml.github.io/ & https://github.com/tmlr-group 105



SAMMD: Statistical Detection Strategy

Algorithm 1 The SAMMD Test

Input: Sx, Sy, f , various hyperparameters used below;

W < wo; A < 1078;
Split the data as Sx = S¥ U S and Sy = S¥ U Si¢;

# Phase 1: train the kernel parameters w and 3; on S% and
S¥
for T =1,2,...,Tha do

S’ < minibatch from S¥;

S%- < minibatch from S5’ ;

. . )
Extract deep features from pre-trained classifiers and use

these semantic features to calculate MMD-kernel:

| k. < kernel function with parameters w using Eq. (7);

M(w) «+ SA/I\MDi(SS(, Sy; kw ) using Eq. (8);
Va(w) < 6%, A(Sx, Sy; ko) using Eq. (11);

Jx(w) < M (w)/+/Vx(w) using Eq. (10);
W — w+ 'r]vAdamj)\(w);

# maximize Jx (w)

ko(®y) = [(1 - e)sp(x,y) + €ola(xy), (1)

(" Maximize the approximate test power criterion under )
the alternative hypothesis:

. SAMM2(Sy, Sy; k)
]A(SX»SYikw):= uvTn e (10)

end for
# Phase 2: testing with k., on S5 and S%

— 2
est < SAMMD,, (S%, S%; k)
for:=1,2,..., nperm do

Generate {W;*}_, and {W," }/*, using Eq. (6);
{VYz’X}?:l < {Wz’X}zT'L:l - % P WX
{Wz’Y el {Wiy}zil - % Z?ll Wz‘Y;

perm; <— m > Hij WXW), # resample

\_ 6H1,A(5X» Sy; k) ’ y

Use wild bootstrap resampling to simulate the correct
null distribution when facing non-1.1.D. adversarial data:

W, =e YW, , +J1— e 2/l¢,, (6)

j
end for
Output: k., est, p-value: —— 3°7"77™ 1(perm,; > est)

perm =

Maximum mean discrepancy test is aware of adversarial attacks. In /CML, 2021.

\\ .
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—— MMD-M —e— SAMMD
L MMD-G
2 ok MMD-D
2 — — MMD-LID g g —+— (C2ST-L
= = | ME o )
g 4 wmMD-O by 5y —&— (C2ST-S
| o ~ ] Qj
2 C2ST-S ~ = —&— MMD-O
& 8- casTL
-4 MMD-D = - , —+— ME
T 0.00 0.00 —— % SCF
0.00\ J0.10 020 030 040 050 BIM CW PGD AA Square FGSM 0%  20%  40%  60%  80%  100%
Type I error Adversarial attacking methods (€ = 0.0314) Natural data proportions in the mixture MMD-G
(a) Type | Error (c) Robustness to mixture data

O Valid &

Reliable (Type | Error)

* Strictly controls False Alarms at the ideal threshold (a¢ = 0.05)

0 SOTA Detection Rate (Test Power)
* Comprehensively outperforms baselines (MMD-D, C2ST) across six different attacks

0 High Robustness

* Highly stable across various mixture adv and natural

Maximum mean discrepancy test is aware of adversarial attacks. In /CML, 2021.
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EPSAD: Statistical Detection Strategy

1000 g 'l i 33 “ Jdi35-=z5 Motivation: Score Vilog p(x) represents the momentum of
£ oors H! is |! ! II Fitl I ! :l ii iE ii Ii i the sample towards high density of natural data
2 n§=:: l_‘f;:gﬁ_
;HHH:!'“I \ 4
oo 2 d L1 SRR ; Lower ||V log p(x)|| means more likely high-density regions
kol = - B g S =8 B8 §gE B
N 0.900 R m o B SR
= _ . TFEzEsEacifl 4 _ C . . N
Eosrs- - S S R OO Observation: Although individual ||Vylogp(X)|| is
2 0_850_{ ... Nalural Data T discriminative, it is not effective enough.
- Adversarial Data - -
Timestep / 1000 ‘
Figure. Score norm of samples 0 New statistic: Expected Perturbation Score (EPS)
across a diffusion process _
S(x) = E¢y(o,m)Vxlog pe(x)
\ Y,

Detecting Adversarial Data by Probing Multiple Perturbations Using Expected Perturbation Score. In /CML, 2023. _ . .
Generative Modeling by Estimating Gradients of the Data Distribution. In Neur/PS, 2019. https://bhanml.github.io/ & https://github.com/tmlr-group 108



O] _ ]Perturbations:( (DT ]_
[{XO} p(X)J pOt(thxo) L{{xt }t=1}

vy

~ ]Perturbations -
N | wam, -

Por(X¢|Xo)

EPS Computation

S(x) = E/Vxlogp.(x)

\ 4

(o -

\ 4

e

7 )
MMD(P(x), Q(X); 1)

P(x)

P

>X)

Denote natural samples Py = {x(i)}?zl and a test sample Qy = {X}, EPS-MMD between Py and Qy is
n

n
_ 1 . 2 o
MMD2[P, Qy; Hill = - Y k (S(x“)z, S(x)) - gz‘k (S(x“:), &)
i=

ij=1

where X(i),x(i) ePy, XEQy [Slmllanty (kernel) between the EPSs] [

) +k(56),5()
1

of any two natural samples

Similarity (kernel) between the EPSs
of natural and test samples

I

EPS of test samples itself

Similarity (kernel) between the

Detecting Adversarial Data by Probing Multiple Perturbations Using Expected Perturbation Score. /CML, 2023.

https://bhanml.github.io/ & https://github.com/tmlr-group
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_v_

KD
—A— MD
—&— LiBRe
- S-N
-~
-

EPS-N (ours)
EPS-AD (ours)

1 2 3 4 5 6 7 8 1 2 3 4 5 6 7 8 1 2 3 4 5 6 7 8
£,/ 255 L./ 255

(b) Attack Method: FGSM (c) Attack Method: CW

%71 2 3 4 s & 7 8 1 2 3 4 5 6 71 8 1 2 3 4 5 6 7 8
f. /255 1, / 255 £, /255
(d) Attack Method: BIM (e) Attack Method: FGSM-/5 (f) Attack Method: AA Attack

RIM=EN

[ EPS-AD achieves the best detection performance over ImageNet, especially for low attack € ! ]

Detecting Adversarial Data by Probing Multiple Perturbations Using Expected Perturbation Score. In /CML, 2023. https://bhanml.github.io/ & https://github.com/tmlir-group



* Part 3.5: Takeaways
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Takeaways Y Rinzk

Adversarial attacks expose the vulnerability of models.
* Imperceptible perturbations may can cause model predictions to collapse.

. g.radi.ent—based attacks exploit these vulnerabillities by disturbing inputs along loss-increasing
irections.

Various defense strategies aim to improve model robustness.

* Adversarial training enhance robustness by exploring high-quality adversarial data pairs.

* Adversarial purification explores powerful purifier to restore clean data from adversarial data.
* Adversarial detection identifies adversarial examples through a well-designed detector.

Two perspectives are central to adversarial defenses.
* Data (training) perspective, adversarial example generation and feature correlations matter.
* Model (purification/detection) perspective, task-specific modeling and strategy design matter.



